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I.  Introduction 

This volume (Application Techniques or Volume III) of COSO’s Guidance on 
Monitoring Internal Control Systems illustrates techniques used by organizations 
in applying principles outlined in Volume II (the Guidance). The structure of 
Application Techniques parallels that of the Guidance, providing easy reference 
between the two volumes.  

Chapters II–IV of this volume contain brief examples of various organizations’ 
current monitoring processes, demonstrating the concepts set forth in the 
corresponding chapters of the Guidance. Chapter V of this volume contains three 
comprehensive examples of applying the core concepts presented in the 
Guidance — designing and executing monitoring procedures and assessing and 
reporting results. 

Some users may benefit from first reading the examples in Chapter V in order to 
gain a more complete understanding of how monitoring might be applied in 
different situations. 

In order to provide further linkage between Volumes II and III, summaries of the 
Guidance are included in shaded boxes at the beginning of each section in 
Chapters II–IV. Those passages also provide a foundation for the illustrated 
techniques. To gain the desired benefit from this material, users should be familiar 
with the Guidance. 

This material is designed to be useful to those seeking to apply internal control 
monitoring techniques. Proper monitoring of internal control, however, is not 
dependent upon use of the illustrated techniques, nor is their application required 
for the monitoring component of internal control to be effective. Accordingly, the 
descriptions and exhibits are presented as examples rather than as preferred 
methods or “best practices.” 

While some techniques are best applied in smaller, non-complex organizations, 
others are more relevant to larger, complex entities — and many can be applied to 
organizations of all sizes and levels of complexity. 
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A Model for Monitoring 

 

The Monitoring Process 
Figure 1 

Guidance Summary: Effective monitoring involves (1) establishing an effective 
foundation for monitoring, (2) designing and executing monitoring procedures 
that are prioritized based on risk, and (3) reporting the results, and following up 
on corrective action where necessary (See Figure 1). 
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II.  Establishing a Foundation for Monitoring 

Tone from the Top 

 

Example 1: A large professional services organization maintains what it calls a 
“COSO Usage Document.” This document, updated annually, identifies how the 
organization achieves the principles and attributes of each of the five COSO 
components. The contents of the COSO Usage Document are validated by the 
global leadership responsible for processes across the enterprise (i.e., Finance, 
HR, CIO, Legal, Operations). In addition to serving as a key design document 
which helps management and the auditors understand the strength of their design, 
the COSO Usage Document also serves as evidence of the organization’s 
integrated control structure. Readers receive a clear message from the top of the 
organization that internal controls, including monitoring, are an important part of 
the success of their business. See Appendix A for excerpts from this COSO 
Usage Document.  

Consistent 
development and 
communication of 
expectations 
regarding internal 
control, including 
monitoring 

Guidance Summary: As with every internal control component, the ways in 
which management and the board express their beliefs about the importance of 
monitoring have a direct impact on its effectiveness. Management’s tone 
influences how employees conduct and react to monitoring. Likewise, the 
board’s tone influences how management conducts and reacts to monitoring. 
The following examples highlight ways in which various organizations have 
implemented an effective tone from the top.  

Many of these examples are broad, covering the tone from the top regarding 
the importance of all internal control, including monitoring. Others 
demonstrate how management effectively and consistently communicates its 
expectations regarding risk and the importance of monitoring in providing 
assurance that meaningful risks are properly managed or mitigated. 

Guidance Summary: Monitoring is effective when properly planned and 
supported by the organization. This planning and support form the foundation 
for monitoring, which includes (1) a tone from the top about the importance of 
internal control (including monitoring), (2) an organizational structure that 
considers the roles of management and the board in regard to monitoring, and 
the use of evaluators with appropriate capabilities and objectivity, and (3) a 
baseline understanding of internal control effectiveness. 
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Example 2: A large power generation company has established a Risk 
Oversight Committee (ROC) to focus on risk management and oversight of the 
company’s operations. The ROC includes members of senior management and is 
an active part of the monitoring structure. The ROC sets the proper tone from the 
top by: 

• Establishing Risk Policies and the organization’s Business Risk Profile, 

• Monitoring compliance with the Risk Policies, and  

• Ensuring that operations are managed within the boundaries set in the 
organization’s Business Risk Profile. 

Example 3: The internal audit department of a financial services organization 
has implemented a rewards system that encourages departments to monitor the 
effectiveness of their internal control systems and self-report possible control 
deficiencies. This encouragement comes in the form of an internal audit policy 
that gives departments credit in the internal audit grading system for deficiencies 
that are self-reported. Deficiencies that are identified through an internal audit 
examination, rather than through a department’s monitoring efforts, are counted 
against the score.  

This credit for self-reporting does not preclude internal audit from reporting 
specific deficiencies to management or the board when such reporting is 
warranted, but it does positively affect the grading system, which can affect 
departmental compensation and benefits, thus increasing the likelihood that 
control deficiencies will be identified and corrected before they can become 
material to the organization. 

Organizational Structure 

Example 4: In relation to financial reporting risks, an international consumer 
products company developed a detailed description of the roles and 
responsibilities of journal-entry preparers, detail reviewers and secondary 
reviewers. The organization then developed a matrix of key journal entries (i.e., 
those with direct financial statement impact, primarily for the major functional 
corporate areas including tax, accounting, treasury, legal, etc.), and compared that 
matrix to the policy.  

Through this analysis the organization determined that, in several complex areas, 
it did not have appropriate levels of journal-entry review. The organization 
developed a plan for each identified deficiency — mandating the formal sign-off 
by the preparer, detail reviewer and secondary reviewer for each key journal entry.  

Use of a formal risk 
committee to develop 
and communicate 
monitoring 
expectations 

Internal audit policy 
that encourages self-
assessment and self-
reporting of potential 
control problems 

Clearly articulated 
roles and 
responsibilities 
through the 
establishment of 
preparer/reviewer 
standards for key 
journal entries 
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Independent personnel periodically select a sample of journal entries and evaluate 
compliance with the policy. The audit committee receives a report on the test 
results and reviews the key journal entry matrix on an annual basis. 

Example 5: Senior management at a provider of Internet-based securities 
brokerage and financial services has established a formal Corporate Risk 
Committee (CRC) tasked with facilitating the completion of an enterprise risk 
management program. One of this committee’s mandates is to determine and 
communicate how the organization will monitor controls over the risks identified 
in its annual Corporate Risk Assessment process. As a result, management has a 
“road map” in which financial and operational controls in the business are linked 
to the risks identified during the annual risk assessment. 

Example 6: An energy company created a new Risk Control function to 
address risks related to its complex energy trading operations. The addition of this 
function to the organization’s structure enables the company to better monitor the 
internal control system’s ability to address some of the organization’s highest 
operational, financial reporting and compliance-related risks. It also sends a 
message throughout the organization that management is committed to monitoring 
the effectiveness of internal control.  

Smaller organizations in similar situations (i.e., those in regulated industries, with 
unique, highly complex, highly material risks) may not need to establish a separate 
risk control function within the organizational structure. They might, instead, 
assign specific management or other independent personnel to (1) obtain and 
maintain appropriate skills and training, and (2) perform ongoing monitoring and 
periodic separate evaluations in those high-risk areas. If deemed necessary, 
smaller organizations could also engage qualified external professionals to help 
monitor the internal control system’s ability to manage or mitigate these 
unique risks. 

Example 7:  A small software company has an organizational chart for its 
corporate accounting department that is updated as new employees are added. 
Responsibility for overseeing financial reporting processes and monitoring 
controls in key areas (e.g., Financial Reporting, Payroll, Human Resources, 
Payables and Billings) are assigned to appropriate personnel. The Audit 
Committee conducts an annual review of the organizational chart and 
oversight responsibilities. 

Use of a formal risk 
committee to develop 
and communicate 
expectations 

Creation of a Risk 
Control function to 
facilitate both the 
development of 
controls and the 
monitoring of those 
controls 

Clear assignment of 
oversight 
responsibilities 
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Role of Management and the Board 

Example 8: In order to determine that management has implemented effective 
monitoring procedures over certain identified risks, the audit committee of a 
small, global manufacturing company has directed internal audit to perform 
specific annual reviews. One area of specific concern is manual journal entries, 
with a particular focus on potential management override activities. Internal 
audit’s review includes basic information such as the number, dollar amount, 
preparer, business unit, and timing relative to month- and quarter-end. This 
analysis also includes more in-depth information such as: 

• Reasonableness of significant entries (e.g., manual entries in traditionally 
automated accounts such as inventory),  

• Review of the appropriateness of the individual performing the journal 
entry (e.g., senior executives or unauthorized personnel), 

• Review of the frequency of journal entries, particularly relevant to 
management authorization levels (e.g., to identify potential statistically 
anomalous entries using Benford’s Law1), 

• Identification of journal entries without descriptions, 

                                                 
1 Benford’s Law, also knows as the “first-digit law,” is named for the late physicist Dr. Frank 

Benford. Building on a theory first proposed by the astronomer Simon Newcomb in 1881, 
Dr. Benford proved that in lists of numbers, leading digits typically are distributed in a specific, 
non-uniform way. According to Benford's law, the first digit is 1 approximately 30 percent of 
the time, and larger numbers occur as the leading digit with less and less frequency as they 
grow in magnitude. Benford’s Law is frequently used to search for instances of error or fraud. 

Audit committee’s use 
of internal audit to 
address certain risks 

Guidance Summary: Management has the primary responsibility for 
implementing effective internal control, including monitoring. As it relates to 
monitoring, the board is responsible for determining whether management has 
implemented effective monitoring procedures where necessary. It makes this 
assessment by (1) understanding the risks the organization faces, and 
(2) gaining an understanding of how senior management manages or mitigates 
those risks that are meaningful to the organization’s objectives. 

The board also monitors — often through the use of a competent and objective 
internal audit function — those controls that senior management cannot 
objectively monitor, such as controls that address the risk of senior-
management override. 
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Potentially fraudulent entries. The organization created a profile of potential 
fraudulent entries from management override frauds known to have been 
perpetuated at other companies. Internal audit statistically compares the manual 
journal entries against this profile. 

Example 9: A provider of Internet-based securities brokerage and financial 
services has instituted a formal Internal Control Assessment Program (ICAP). 
This program requires business unit owners, on a quarterly basis, to perform a 
control self-assessment and certify the effectiveness of certain controls for which 
they are responsible. Management clearly communicates its expectations 
regarding the accuracy of the ICAP certifications and holds managers accountable 
if they improperly certify their internal controls.  

Management recognizes that self-assessment, while not completely objective, is 
an effective first line of defense against internal control failure. As a result, 
management is able to focus more-objective monitoring where the level of risk 
warrants. Furthermore, Internal Audit helps compensate for the lack of objectivity 
in the control self-assessments by performing independent monitoring procedures 
on a periodic basis and comparing their results to the self-assessments. 

Internal Audit modifies its annual audit program, which includes both ongoing 
monitoring and separate evaluations, based on the results of: 

• The organization’s Annual Enterprise-wide Risk Assessment,  

• The results of the business unit owners’ Internal Control Assessment 
Program (ICAP),  

• Internal Audit’s own risk assessment process. 

Example 10: An international manufacturer has an internal audit function that is 
both functionally and administratively independent from the CFO, CEO, and 
business unit leaders. The internal audit department aligns its annual objectives 
with the enterprise-wide strategic objectives. As a result, the focus of the annual 
audit plan is consistent with the corporate strategic objectives at the corporate and 
business unit level. Furthermore, audit budgets include time allocated for 
additional requested reviews and projects that can be initiated at the request of any 
executive within the organization, and executed upon approval of the corporate 
audit committee. 

Example 11: The board at a medium-sized manufacturing company has standing 
responsibilities that ensure that they have visibility to key risk areas. For example, 
they recently determined that contract compliance was a high-risk area that 
warranted board oversight. Accordingly, they implemented a requirement that the 
board review and approve any sales contracts over $50M or greater than five years 
in duration, and any corporate contracts that vary from standard terms.  

Use of self-
assessments to 
instill monitoring 
responsibilities 
throughout the 
management 
structure 

Use of internal audit 
to assist in risk 
assessment and 
monitoring activities 

Board of directors’ 
oversight adjusted 
based on risk 
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Example 12: A large governmental agency has multiple stakeholders. With 
respect to fraud, waste, and abuse, this organization’s inspector general is 
authorized to report on matters identified from its 1-800 hotline for anonymous 
callers, e-mail box, FraudNET,2 etc. Further, the general counsel’s office has a 
forensic audit team who is called in when investigations are warranted. 

Characteristics of Evaluators 3 

 

Example 13: Executive management at a medium-sized manufacturing 
company has modified its monitoring to include more ongoing monitoring of 
internal control over financial reporting at the corporate level and reduce the 
frequency and scope of separate evaluations at plant locations. This shift resulted 
from corrective action taken after the organization identified the following internal 
control problems that had a direct impact on its ability to monitor its internal 
control system effectively. The organization determined that it: 

• Lacked appropriate internal ownership of risks and controls related to 
financial reporting, and  

• Had an insufficient number of competent personnel throughout the 
organization who could effectively monitor controls that address financial 
reporting-related risks. 

Senior management, through ongoing monitoring at lower levels, did not receive 
enough direct information regarding the operation of key controls. As result, it 
was forced to conduct year-end separate evaluations of internal control that were 
not as efficient as they could have been if more-effective ongoing monitoring had 
been present. 

                                                 
2 FraudNET is a communication vehicle through which the public can report allegations of 

fraud, waste, abuse, or mismanagement of U.S. federal funds. 
3 Bold items are defined in the Glossary to Volume II. 

Open lines of internal 
and external 
communication 

Lessons learned from 
the correction of a 
difficult monitoring 
and oversight 
problem 

Guidance Summary: Effective monitoring is conducted by evaluators who are 
appropriately competent3 and objective in the given circumstances. 
Competence refers to the evaluator’s knowledge of the controls and related 
processes, including how controls should operate and what constitutes a control 
deficiency. The evaluator’s objectivity refers to the extent to which he or she 
can be expected to perform an evaluation with no concern about possible 
personal consequences and no vested interest in manipulating the information 
for personal benefit or self-preservation. 
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Driven by the audit committee’s desire to see immediate improvement in the 
completeness, accuracy and integrity of financial information and internal control, 
the organization made a number of changes, including extensive personnel 
changes, and new external advisors. However, the company did not realize an 
immediate improvement in the results, as numerous accounting errors and 
significant internal control deficiencies continued to surface. The organization had 
taken steps to correct the personnel issues, but some procedural issues remained to 
be addressed. 

For some of the exceptions, up to five different reviewers had signed off on 
reconciliations that contained errors. Further analysis of the continuing errors 
revealed that historical knowledge of certain accounting matters and reconciling 
items was lost as a result of the turnover in personnel and a lack of previously 
developed supporting documentation. In addition, the new personnel suffered 
from a lack of procedural documentation or training for their new jobs, which 
affected their ability to operate effectively. 

The organization corrected these monitoring problems by eliminating unnecessary 
monitoring redundancies, formally assigning monitoring responsibilities over 
accounts and controls, documenting the monitoring processes, and properly 
training personnel. With these adjustments in place, the momentum shifted 
considerably. The company began to identify and address exceptions and 
accounting issues in a more timely, accurate and efficient manner. In addition, the 
increased competence and objectivity of the new personnel allowed the 
organization to identify improvements in the monitoring information supplied to 
senior management throughout the year. As a result senior management has been 
able to conduct more ongoing monitoring at the corporate level, and reduce the 
frequency and scope of separate evaluations in the plant locations. 
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Baseline of Effective Internal Control 

 

Example 14: A beverage manufacturer and distributor alters the type, timing 
and extent of its internal control monitoring based on the results of its risk 
assessment process (see Example 17:). In areas of meaningful risk the company 
first “benchmarks” the key internal controls, meaning they conduct a thorough 
review of the design and operating effectiveness of the controls in order to 
establish a baseline of effective control. With the risks prioritized and the 
benchmark established, management (with the assistance of internal audit) 
identifies controls that can be monitored for a reasonable period of time through 
more-efficient monitoring techniques such as using indirect information or self-
assessments coupled with supervisor review. On an interval that is commensurate 
with the level of risk, internal audit performs periodic separate evaluations of key 

Effective use of a 
control baseline 

Monitoring for Change Continuum 
Figure 2 

Guidance Summary: Monitoring starts with a supported understanding of the 
internal control system’s design and of whether controls have been 
implemented to accomplish the organization’s internal control objectives. As 
management gains experience with monitoring, its baseline understanding will 
expand based on the results of monitoring. If an organization does not already 
have such a baseline understanding in an area with meaningful risks, it will 
need to perform an initial, and perhaps extensive, evaluation of the design of 
internal control and determine whether appropriate controls have been 
implemented. An established baseline understanding of internal control 
effectiveness provides an appropriate starting point for more-effective and 
more-efficient monitoring that focuses on changes either in the environment or 
in the internal control system (sees Figure 2). 
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controls, thus reconfirming the benchmark and the effectiveness of the ongoing 
monitoring procedures. 

Example 15: A small semiconductor research and development organization 
recognizes that many of its financial statement risks reside with the selection and 
application of accounting estimates. As a result, it conducted an initial risk 
assessment that identified the following related risks: 

• Calculation of allowances for uncollectible accounts, inventory 
obsolescence, and deferred tax assets, 

• Methodology for updating standard costs, 

• Review of cost provisions regarding its government contract and the 
methodologies used to identify unallowable costs and allocations, 

• Procedures to test for possible impairment of assets, 

• Update of the annual evaluation of goodwill for possible additional 
impairment analysis, and 

• Search for possible loss contingencies related to litigation, environmental 
remediation, or possible product warranty liabilities. 

With the initial risk assessment completed, the organization can effect efficient 
updates through periodic discussion of factors that prompt reprioritization of these 
risks and evaluation of any new risks. For example, the company closed a major 
plant during one fiscal year. As a result of this identified change, management 
considered the related risks and determined to evaluate controls associated with 
accounting for discontinued operations, including the process for capturing all 
costs associated with the closed facility. Identifying the change in the environment 
led to an assessment of the related risk and to at least a temporary modification of 
the internal control monitoring procedures. 

Modification to 
monitoring as a result 
of an identified 
change in the 
environment 
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III.  Designing and Executing Monitoring Procedures 

 

Logical Monitoring Design Progression
Figure 3 

Guidance Summary: The core of effective and efficient monitoring lies in 
designing and executing monitoring procedures that evaluate important 
controls over meaningful risks to the organization’s objectives. An overall 
model of monitoring is shown in Figure 3 below that may help in designing 
and implementing the monitoring component. The model reiterates the 
importance of understanding risks and the relationship of controls to risks as 
both a fundamental part of the COSO Framework, and an integral part of 
monitoring as well. 
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Understand and Prioritize Risks 

 

Example 16: Senior management of a beverage manufacturer and distributor 
focuses the organization’s monitoring efforts by location and by risk priority. Risk 
considerations include areas: 

• That are material or complex, 

• Where systems or processes have changed significantly,  

• Where errors or irregularities have been identified, 

• With high turnover, and 

• Where the self-assessment has indicated issues in the past. 

Monitoring begins with the control owners, who perform a self-assessment of their 
key controls on a monthly, quarterly or annual basis (depending on the control’s 
frequency) and document the results in a reporting tool that resides on the 
network. Management-level process owners above the control owner conduct 
supervisory reviews through a process they call Field Internal Control 
Assessments (FICA). These supervisory reviews are conducted on a frequency 
that is commensurate with the level of risk, and are executed from an audit 
program designed to test key financial and operational controls.  

Example 17: A provider of Internet-based securities brokerage and financial 
services has a formal Corporate Risk Committee (CRC) tasked with facilitating 
the enterprise risk management process.  

One of the key tasks of the CRC is the facilitation and completion of an Annual 
Enterprise Risk Assessment using the COSO ERM Framework. CRC members 
identify, assess, and evaluate risks across all strategic, operational, reporting, and 
compliance activities. Business unit leaders, who have input into the risk 
assessment process, are then tasked with managing or mitigating those risks within 
their area of responsibility. The process includes ensuring that internal control 
over the identified risks is designed and operating effectively (i.e., monitoring).  

The business unit leaders have established monitoring procedures that are linked 
to the prioritized risks. The results of those procedures are reported to senior 
management on a regular basis. If risks change, the business unit leaders are 

Adjustment of type, 
timing and extent of 
monitoring based on 
the results of risk 
assessment 

Use of a formalized 
risk assessment 
methodology 

Guidance Summary: Designing effective monitoring begins with understanding 
and prioritizing the risks to achieving important organizational objectives. 
Prioritizing risks helps identify which risks are meaningful enough to subject to 
control monitoring. 
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responsible for making any necessary modifications to internal control and related 
monitoring procedures. 

Example 18: In completing its annual Business Risk Assessment, management 
of a retail chain store company utilizes rational groupings of risk (i.e., “real 
estate,” “general accounting,” or “loss prevention”). These rational groupings are 
comprised of a number of discretely defined risk factors. Once risks are defined, 
management identifies the specific controls that mitigate the discrete risk factors. 
This process helps management determine what controls to monitor and how they 
will be monitored. After completion of the first Business Risk Assessment, the 
company anticipates that future updates will be more limited in scope, focusing on 
environmental and organizational changes over the past year and revisiting the 
risk assessment in areas where problems have surfaced. (See Appendix D for 
excerpts from this company’s risk matrix.) 

Understand the Internal Control System and Identify Key Controls 

 

Use of a formalized 
risk assessment 
methodology 

Guidance Summary: In order to identify the important or key controls to 
monitor, the people designing monitoring procedures must first understand 
(1) how the internal control system is designed to manage or mitigate the 
identified risks, and (2) how the control system could fail and  that failure not 
be detected in a timely manner. Important controls — often referred to as key 
controls — are those that are most important to monitor in order to support a 
conclusion about the internal control system’s ability to manage or mitigate 
meaningful risks. They often have one or both of the following characteristics: 

• Their failure might materially affect the organization’s objectives, yet 
not reasonably be detected in a timely manner by other controls, and/or 

• Their operation might prevent other control failures or detect such 
failures before they have an opportunity to become material to the 
organization’s objectives.  

The discussion of key controls in this guidance is not intended to establish 
different classes of internal control. Rather, it is to help organizations 
understand how they might reasonably conclude that the internal control 
system is effective in addressing a given risk by focusing monitoring efforts on 
a subset of controls. 
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Example 19: The internal audit department at a financial services company 
builds its audit programs for corporate, departmental and individual location 
audits based on: 

• An understanding of how the internal control system is designed to 
address meaningful risks, and 

• The identification of controls within that system that are most important to 
addressing those risks. 

Its assessment is based on its experience in the industry, knowledge of the 
underlying control risk, the existence of any changes, or past problems in the area. 

Example 20: Management of a small manufacturing company has prioritized its 
monitoring procedures based on the significance and likelihood of risks and the 
relative importance of certain controls in mitigating those prioritized risks. In 
selecting “key controls” to monitor management first considers whether failure in 
a given control might lead to a material error.  

Some key controls, such as the reconciliation controls over certain significant 
accounts, could cause an error if they fail even once. In such cases, management 
monitors those controls on an ongoing basis, using primarily direct information.  

Other key controls, such as controls over the changing of depreciable lives in the 
fixed asset system, would have to fail over an extended period of time in order to 
be material. In those cases, management’s ongoing monitoring utilizes more 
indirect information, with periodic separate evaluations of the controls using direct 
information. The interval between separate evaluations is dependent on (1) 
management’s judgment of the level of risk, and (2) its related determination of 
what constitutes a reasonable interval. 

Still other key controls serve to detect earlier control weaknesses before they can 
lead to a material error. Monitoring these key controls allow management to 
improve the efficiency of monitoring without impairing its effectiveness. For 
example, the company employs a three-way match control that compares the 
quantities and dollars included in purchase orders, receiving logs and invoices. 
This key control, if it operates effectively, would detect failures in controls over 
data entry in the receiving or accounts payable departments before such failures 
could lead to improper payments or inaccurate accounting. Accordingly, rather 
than frequently test controls over data entry regarding receiving or accounts 
payable, management focuses its monitoring efforts on the three-way 
match control. 

Development of an 
audit program based 
on an analysis of key 
controls 

Small manufacturing 
company’s 
consideration of key 
controls 
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Identify Persuasive Information  

 

Example 21: An international manufacturer implemented an integrated 
production and financial reporting system across the organization. This system 
reduces the amount of data transfer and reconciliation needed to produce operating 
and financial information, thus improving its reliability. As such, management is 
better able to monitor product quality, operational, and financial results. This 
improved reliability has a corresponding increase on the ability of the resulting 
indirect information to identify potential control deficiencies. 

Integration of 
operations and 
finance into one 
technology platform 
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Figure 4 

Relevant

TimelyReliable

Need 
Timely

Info

Need 
Reliable

Info

Need 
Relevant

Info

Relevant,
Reliable & 

Timely

Relevant

TimelyReliable

Need 
Timely

Info

Need 
Reliable

Info

Need 
Relevant

Info

Relevant,
Reliable & 

Timely

Guidance Summary: The persuasiveness of information refers to the degree to 
which the monitoring information is capable of providing adequate support for 
a conclusion regarding the effectiveness of internal controls. Persuasive 
information is both suitable and sufficient in the circumstances and gives the 
evaluator reasonable, but not necessarily absolute, support for a conclusion 
regarding the continued effectiveness of the internal control system in a given 
risk area. 

Suitability of information is a broad concept that implies that information is 
useful within the context for which it is intended. In order to be suitable, 
information must be relevant, reliable, and timely (See Figure 4). Sufficiency 
is a measure of the quantity of information (i.e., whether the evaluator has 
enough suitable information). 
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Example 22: An international manufacturer holds monthly meetings to evaluate 
operational and quality results against standard metrics that are linked to the 
organization’s strategic objectives. Business units report their metrics and related 
analysis using standardized templates which include the related goal, the current 
status in relation to the goal and the historical performance against the goal.  

Management may initiate a specific quality audit (i.e., a separate evaluation) of 
any process where statistical indicators show a negative trend or where it 
identifies, through observation or customer complaint, a potential quality issue. 
Business unit leaders also: execute regularly scheduled audits of production 
quality controls; recommend remediation; and track and report remediation of 
production quality issues. Finally, internal audit develops its annual plan, which 
includes ongoing and separate evaluations, based in part on the results of this 
indirect information analysis. 

Example 23: In relation to certain operational risks at plant locations, the Vice 
President of Operations at a medium-sized manufacturing company has been able 
to make more effective use of indirect information to determine whether plant 
controls are operating properly. Two specific examples include controls related to 
labor costs and capital expenditures. 

Labor — This company experiences a moderate-to-high degree of turnover at its 
plant locations, resulting in frequent additions to and terminations from plant 
payroll. The company has determined that the risk of material, operational (or 
financial reporting) problems in this area is relatively low, given the consistency 
and small dollar amounts involved on a per-person basis, and the relative 
simplicity of the process. As a result, the company relies on monitoring of labor 
variances as opposed to frequent direct testing of specific controls over additions, 
terminations or adjustments to payroll. 

During the annual budgeting process the company determines its production plan, 
headcount requirements and expected overall labor costs. The VP of Operations 
monitors the labor variance and investigates any large or unusual items. Any 
increase or decrease should be commensurate with the current month’s production 
activity and employee turnover. 

Capital Expenditures — The company has controls in place to address the risk of 
improper capital expenditures. These controls include required approvals for 
purchase orders and invoices, and a three-way match of purchase orders, invoices 
and receiving documents. 

Capital expenditures are approved as part of the annual budgeting process and 
allocated to the plant when incurred. Direct expenses are budgeted in accordance 
with the anticipated production whereas indirect expenses are budgeted based on 
historical trends and allocated accordingly. The VP of Operations conducts 

Use of indirect 
information in 
addressing 
operational risks 

Balanced use of 
direct and indirect 
information in 
addressing 
operational risks 
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ongoing monitoring through the review of these costs and investigation of any 
large or unusual variances. He also meets weekly with the CEO to discuss 
performance and explain variances in detail. 

The company has concluded that the level of operational (and financial reporting) 
risk is higher in this area than with labor expenses. This higher risk is due, in part, 
to the frequency of these transactions and the greater potential for improper 
expenditures to be incorporated into the budgeted amounts over time without 
being detected by the review of indirect information. As a result, the company 
supplements the ongoing monitoring of indirect information with annual direct 
tests of the approval controls and the three-way match. The combination of 
ongoing monitoring using indirect information and periodic separate evaluations 
using direct information has enabled the company to maximize the efficiency of 
its monitoring efforts related to capital expenditures while still addressing the risk 
in an adequate manner. 

Example 24: Approximately 90% of a medium-sized manufacturing company’s 
employees are located at plant sites. The company implemented a new payroll 
software and workflow to review and approve payroll. All bi-weekly payrolls are 
reviewed in detail at the plant sites and submitted through the workflow. The 
corporate payroll manager reviews plant payrolls for unusual fluctuations, such as 
increase/decrease in employee headcount, excessive overtime, etc. Any identified 
fluctuations are reviewed and require sufficient response and support prior to 
payroll processing. This monitoring control allowed the corporate payroll manager 
to identify a plant accountant’s continual excessive overtime, which occurred 
outside the normal monthly plant closing cycle. After further investigation, 
management discovered that the plant accountant had falsified overtime hours. 
Thus, improving upon the review of indirect information enabled this organization 
to identify a control deficiency and fraud in an area typically considered to be of 
low to moderate risk. 

Improved use of 
indirect information to 
monitor payroll 
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Implement Monitoring Procedures 

 

Ongoing Monitoring and Separate Evaluations 

Example 25: At a retail chain store company, ongoing management monitoring 
of store operations has always been considered crucial to the success of the 
organization. However, growth in the number of stores combined with some 
incidents of fraud, led management and the board to invest in the development of 
a monitoring function at the corporate level — the Store Operations Group — to 
improve the ongoing monitoring of controls over store operations.  

Necessary 
modifications to 
improve ongoing 
monitoring 

Guidance Summary: Ongoing monitoring procedures are built into the normal, 
recurring operating activities of an organization. They include regular 
management and supervisory activities, peer comparisons and trend analysis 
using internal and external data, reconciliations and other routine actions. 
Separate evaluations are planned and performed periodically and are not 
ingrained in the daily operations of the organization. As such, they are not 
designed to evaluate controls as frequently as ongoing monitoring. 

In general, as organizations increase the degree and effectiveness of ongoing 
monitoring, they will find less need for separate evaluations. The 1992 COSO 
Framework states, “An entity that perceives a need for frequent separate 
evaluations should focus on ways to enhance its ongoing monitoring activities 
and, thereby, to emphasize ‘building in’ versus ‘adding on’ controls.” 

Usually, some combination of ongoing monitoring and separate evaluations 
will ensure that the internal control system maintains its effectiveness 
over time. 

Guidance Summary: Once the risks are prioritized, key controls are noted, and 
the available persuasive information is identified, the organization implements 
monitoring procedures that evaluate the effectiveness of the internal control 
system’s ability to manage or mitigate the identified risks. Monitoring involves 
the use of ongoing monitoring procedures and/or separate evaluations to gather 
and analyze persuasive information supporting conclusions about the 
effectiveness of controls across all five COSO components. There may also be 
opportunities to improve the effectiveness and efficiency of monitoring through 
the use of technology. 
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The Store Operations Group includes former store managers, district managers, 
auditors, and technology personnel. The team has access to real-time store 
operations data to perform monitoring of daily, weekly, and monthly financial and 
operational indicators. For more information on this retail chain store company’s 
ongoing monitoring procedures, see the example in Chapter V titled Large Retail 
Organization’s Monitoring of Controls over Store Inventory. 

Example 26: The Internal Control Assessment Program (ICAP) at an Internet-
based securities brokerage and financial services company serves as one form of 
ongoing monitoring of key internal controls (see Example 9:). As the first line of 
defense against control deficiencies, the presence of the ICAP allows management 
to concentrate its ongoing monitoring efforts on (1) areas of higher risk (absence 
of self-assessments would dilute monitoring efforts to include lower-risk areas); 
(2) areas where the ICAP has identified potential problems; or (3) areas where 
separate evaluations have identified control deficiencies that were not reported 
through the self-assessments. Thus, the organization is better able to focus its 
separate-evaluation efforts on a prioritized-risk basis and modify ongoing 
monitoring procedures where necessary. 

Example 27: A medium-sized manufacturing company has 13 different plant 
locations, six of which were deemed to be significant. Management planned to 
monitor internal control in the less significant plants, primarily through ongoing 
monitoring procedures including a review of monthly reconciliations and 
analytical reviews. However, management identified several risk factors, including 
frequent errors in monthly and quarterly reconciliation activities and turnover 
among plant-level controllers and supervisory personnel. These risk factors led 
management to conclude that periodic evaluation of more-direct information was 
necessary at its smaller plants. Accordingly, management implemented random 
plant audits that evaluate key controls on a periodic basis. The organization also 
conducted additional training of plant controllers to address the identified control 
deficiencies. These actions helped to improve the ongoing effectiveness of 
controls at the plant level. 

Effect of self-
assessments in 
determining which 
monitoring 
procedures to employ 

Effect of changing risk 
factors on type, timing 
and frequency of 
monitoring 
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Using Technology for Effective Monitoring 

 

Example 28: A beverage manufacturer and distributor utilizes a pre-packaged 
reporting tool for internal controls. The tool serves as a repository for: 

• Control owners to document control self-assessments and for other 
evaluators to document the results of their monitoring efforts;  

• Documentation concerning process and control workflows; and  

• Remediation plans, status and completion based on management’s plan.  

The tool also provides senior management and the board with a dashboard report 
showing the status of monitoring procedures throughout the organization and their 
related results. 

Example 29: A provider of Internet-based securities brokerage and financial 
services uses an automated tool to document its quarterly Internal Control 
Assessment Program (ICAP) in which business unit owners are required to 
execute quarterly self-assessments and certify the controls for which they are 
responsible (see Example 9:). This tool facilitates the planning and performance of 
separate evaluations that monitor the effectiveness of the ICAP process. It also 
serves as a reporting tool for senior management and the board.  

The implementation of this tool has provided several benefits to the organization. 
First, the configuration of the automated tool ensures that business unit owners 
take ownership of controls because the system forces the owner of the control to 
affirm routinely that the reporting process is “complete” within the tool. Second, 
the automated tool includes a comprehensive control deficiency reporting feature 
that tracks the resolution and disposition of identified internal control issues and 
sends reminders and reports to appropriate personnel based on pre-defined criteria. 

Use of a monitoring-
status tracking tool 
and dashboard report 

Use of a monitoring-
status tracking tool 

Guidance Summary: Organizations often use information technology (IT) to 
enhance monitoring through the use of control monitoring tools and process 
management tools. Control monitoring tools often operate as controls and, 
simultaneously, provide monitoring information on the continued operations of 
other controls. Process management tools automate certain activities associated 
with monitoring, including assessing risks, defining and evaluating controls, 
and communicating results. Most of these tools use workflow techniques to 
provide structure and consistency to the performance of monitoring procedures. 
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Example 30: A beverage manufacturer and distributor utilizes a segregation-of-
duties (SOD) tool to provide continuous monitoring over SOD. This tool allows 
the organization to customize SOD based on established rules. The SOD tool is 
used as both preventive and detective tool and has allowed the organization to 
push accountability for SOD and system security out to the business units rather 
than maintaining it within IT. The tool produces a report listing all SOD conflicts 
that meet predefined criteria, which is reviewed by appropriately 
objective personnel. 

Example 31: The same beverage manufacturer and distributor uses a database 
tool to track and test all reconciliations, including their completion and review. 
Each general ledger account is risk-ranked based on materiality, complexity, 
issues identified in the prior year, change in environment, risk for fraud, etc. 
Management uses this risk assessment, and any anomalies flagged by the tracking 
tool, to direct its independent testing and review of the reconciliations. In the past, 
the organization would test, through separate evaluations, both the preparation and 
the approval controls for the reconciliations. The implementation of this tool 
allows the organization to monitor the completion and review of reconciliations 
more efficiently. 

Example 32: A large power generation organization has implemented automated 
tools to perform daily, weekly, and monthly compliance monitoring. These tools 
include conditional tests that match transaction data against predefined parameters 
outlined and identified in the corporate trading policy manual.  

The tool assigns a level of severity to identified anomalies based on established 
risk policy standards, and automatically notifies the people responsible for 
addressing the issue. Identified exceptions to the trading policy are tracked by the 
trading risk manager and a monthly summary of violations is presented to the 
organization Risk Oversight Committee (ROC). Significant violations are 
specifically discussed with both the ROC and Audit Committee. 

The use of this tool does not preclude the use of manual monitoring techniques, 
but it does influence the type, timing and extent of manual monitoring. 

Example 33: A large manufacturing company was using a labor-intensive 
separate-evaluation approach to monitor controls in the company’s procure-to-pay 
processes. In order to improve the efficiency and effectiveness of the monitoring 
process the company implemented a commercially-available continuous 
monitoring tool. The tool uses advanced analytics, incorporating a library of 130 
pre-defined integrity checks that are consistent with those used by forensic 
accountants, auditors and fraud examiners to identify fraud, misuse and errors in 
the procure-to-pay cycle. The tool monitors each transaction and flags potential 
control exceptions for review. Implementing the tool enabled the company to 
uncover control violations including improper and duplicate transactions. It also 

Continuous 
monitoring of 
segregation-of-duties 
controls 

Improved monitoring 
through the use of a 
reconciliation tracking 
tool 

Continuous 
monitoring using 
conditional tests of 
transaction data 

Continuous 
monitoring using 
conditional tests of 
transaction data 
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allowed the organization to streamline and tailor its separate evaluations to serve 
more efficiently as periodic confirmation of the effectiveness of the ongoing 
monitoring procedures. 

Example 34: Many financial institutions employ continuous control 
monitoring tools in areas such as (1) loan granting/management, 
(2) loan provisioning/performance, (3) money laundering, (4) counterfeit checks, 
(5) Suspicious Activity Reporting (SARs) and resolution, and (6) wire 
transfer anomalies. 

One financial institution developed a simple regression analysis of 
non-performing loans by branch, by loan officer (see the figure below) as one 
form of monitoring indirect 
information related to controls 
over loan origination. The red 
statistical precision intervals 
allow the organization to look 
for outliers across multiple 
metrics (e.g., policy, industry 
standards or statistical standard 
deviations). Further, the report 
can be re-populated in either real-time or batch mode. This analysis helps the 
organization identify loan officers and/or branches that may not be following loan 
origination policies. 

Continuous 
monitoring using 
regression analysis 

Non-Performing Loans, by Branch, by Loan Officer
y = 0.0032x + 40.606

R2 = 0.7518
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IV.  Assessing and Reporting Results 

Prioritizing and Communicating Results 

 

Example 35: An international manufacturing company developed a custom 
Access database to track production quality issues — those identified both 
externally from clients and internally from management's monitoring and Quality 
Audit reviews. Issues are prioritized, logged, traced to a root cause, assigned to a 
manager within the production area, and tracked until the issue is resolved. 

Management receives a presentation from the Production Quality Audit Team 
leader regarding the status of open quality issues on a monthly, quarterly, and 
annual basis. Significant issues that may impact the ability of the business to 
achieve its operational, financial, and quality objectives receive special attention 
from business unit leadership and are reported to executive management during 
their monthly, quarterly, and annual meetings.  

Executive management of the organization requires business unit and functional 
leaders not only to test and report results to management, but also to certify the 
controls for which they are responsible (see Appendix B). 

Example 36: Senior management of trading operations at a large power 
generation organization reviews all trading policy violations and assigns a level of 
severity for each violation based on criteria defined in the Trading Risk Policy. 
The organization uses an automated reporting system that is integrated with the 
trading platform to ensure that identified issues are reported to the appropriate 

Use of a tool to help 
prioritize, track and 
report potential 
deficiencies 

Use of a tool to help 
prioritize, track and 
report potential 
deficiencies 

Guidance Summary: The monitoring process is complete when the results are 
compiled and reported to the appropriate personnel. This final stage enables the 
results of monitoring to either confirm previously established expectations 
about the effectiveness of internal control, or highlight identified deficiencies 
for possible corrective action. 

Guidance Summary: Consistent with Principle 20 of COSO’s 2006 Guidance, 
effective monitoring includes identifying control deficiencies and 
communicating them to the right people in a timely manner. Some 
organizations accomplish this goal by ranking identified control issues by 
severity along a continuum such as high, medium, or low, or along a numerical 
scale (e.g., 1–5 or 1–10). Other organizations use a less formal mechanism. 
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level for follow-up. Notification routing varies from the individual’s direct 
supervisor, or in the case of more severe issues of non-compliance, Executive 
Management, Risk Oversight Committee (ROC) Members, and Internal Audit. 

Example 37: A large government agency has a senior-level internal control 
working group that prioritizes remediation efforts for identified control 
deficiencies. In doing so, the group considers factors such as: the internal control 
risks, past internal control assessments and experience with other federal agencies.  

Example 38: Management of an international manufacturer has created a 
Quarterly and Annual Disclosure Committee (QADC) that is responsible for 
performing a review and analysis of controls monitoring. An important component 
of this review is the quarterly and annual representations from line management, 
which includes representations related to the operation of internal controls (see 
Appendix B). Additionally, the Disclosure Committee utilizes a checklist (see 
Appendix C) to ensure that monitoring occurs in areas of meaningful risk. 

Reporting Internally 

 

Example 39: The Internal Audit Department at a medium-sized manufacturer 
logs and tracks all identified control deficiencies and assesses their impact to the 
organization. These control deficiencies are reported to the management team 
responsible for the audited business unit. An individual within the business unit is 
assigned responsibility for remediation of specific control deficiencies. Internal 
Audit assigns a remediation timeframe for each identified control deficiency based 
on that specific deficiency’s ranking. Deficiencies must be remediated within the 
specified timeframe or a clear plan must be in place to address the deficiency.  

Factors considered in 
ranking identified 
control deficiencies 

Use of people trained 
specifically to 
evaluate the severity 
of potential 
deficiencies 

Established reporting 
protocols for identified 
deficiencies 

Guidance Summary: Reporting protocols vary depending on the purpose for 
which the monitoring is conducted and on the severity of the deficiencies. 
Typically, the results of monitoring conducted for purposes of evaluating an 
organization’s entity-wide objectives are reported to senior management and 
the board. Control deficiencies should be reported to the person directly 
responsible for the control’s operation and to at least one management level 
higher that has oversight responsibilities. Reporting at least to these two levels 
gives the responsible person the information necessary to correct control 
operation and also helps ensure that appropriately objective people are 
involved in the severity assessment and follow-up. 
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Example 40: The Store Operations Group at a retail chain store company tracks 
identified control deficiencies on a spreadsheet until they are resolved. These 
issues are communicated to executive management and the Audit committee on a 
quarterly basis. 

Example 41: At an international insurance services organization, the Internal 
Audit Department classifies control deficiencies identified during the course of an 
audit as: Minor Deficiencies, Reportable Deficiencies, and Significant 
Deficiencies. The communication structure for reporting deficiencies is based on 
the deficiencies’ potential impact to the organization. The Company’s internal 
reporting structure requires that: 

• Minor Deficiencies — are reported at the end of each audit, in detail, to 
the manager responsible for the control.  

• Reportable Deficiencies — are reported at the end of each audit, in detail, 
to the manager responsible for the control and to the senior management 
team and on a quarterly basis, in summary, to the Audit Committee.  

• Significant Deficiencies — are reported at the end of the audit, in detail, to 
the manager and the senior management team and on a quarterly basis, in 
detail, to the Audit Committee.  

Reporting Externally 

Potential Modifications to Monitoring 

Use of a spreadsheet 
to track and report 
deficiencies 

Established grading 
scale and reporting 
protocol for identified 
deficiencies 

Guidance Summary: Many organizations are required to report to third parties 
on the effectiveness of their controls. A properly designed and executed 
monitoring program helps support external assertions because effective 
monitoring provides persuasive information that controls operated effectively 
during the period. 

Guidance Summary: Effective monitoring procedures generally provide 
substantial support for external reporting requirements regarding internal 
control effectiveness. However, modifications to the monitoring program in 
some areas may be warranted or beneficial to the organization when external 
reporting is required. For example, assume that, in a given risk area, an 
organization uses less objective forms of monitoring (such as self-evaluations) 
for internal purposes. The organization may find that increasing the evaluator’s 
objectivity allows the external auditors to use more of his or her work in the 
conduct of their audit, thus improving overall efficiency. 
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Example 42: Senior–management and the Internal Audit department of a small 
financial institution hold an annual audit planning meeting with the external 
auditor. They discuss management’s approach to the evaluation of internal control 
over financial reporting and consider modifications to that approach in areas 
where doing so might increase the external auditor’s ability to use the work of 
management and/or internal audit in the conduct of their external audit procedures. 
For example, internal audit decided to increase slightly its sample size of control 
tests in a few key areas in order to provide a large enough sample to meet the 
external auditor’s needs. 

Example 43: For several years, an international manufacturer has utilized 
external specialists to perform separate evaluations of controls over various 
aspects of the organization. Use of these specialists is determined by management 
based on (1) the results of the annual risk assessment process, (2) consideration of 
the external auditor’s needs and its ability to use the work of these specialists  
in conducting its audit, and (3) the capabilities of the organization’s internal  
audit staff. Results and issues identified by these specialists are reported and 
tracked internally. 

Benefits of joint 
planning between the 
organization and the 
external auditor 

Consideration of the 
use of external 
specialists 
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V.  Comprehensive Examples 

The brief examples presented in Chapters II–IV of this volume are intended to 
demonstrate how different organizations might apply the concepts set forth in the 
Guidance (Volume II). Their brevity provides an easy reference point for specific 
concepts, but it does not provide a comprehensive look at monitoring a given risk 
from beginning to end. 

This chapter provides three comprehensive monitoring examples that flow from 
the point at which a given risk is assessed, through the monitoring process, and, 
ultimately, to the execution of monitoring procedures and the reporting of results 
to management and the audit committee. The first two examples — one of a large 
retail organization and the other of a mid-sized manufacturing company — are 
live examples of monitoring in two organizations. The third example is compiled 
from project team members’ experiences in helping companies monitor 
information technology risks effectively and efficiently. 

Table of Contents 
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over Store Inventory  

29 

Monitoring of Controls over Certain Operational Risks 
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46 
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59 
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Large Retail Organization’s Monitoring of Controls over Store 
Inventory 

Background Information 

1. A large retail organization has in excess of 3,000 store locations and a tiered 
management structure for store operations, including:  

• Executive management, 

• 12 senior vice presidents (SVPs) each of whom oversees approximately  
6 regional directors,  

• Approximately 75 regional directors each of whom is responsible for  
6–8 districts,  

• Approximately 500 district managers each of whom is responsible for  
6–8 stores, and  

• Individual store managers for each location. 
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2. Internal control monitoring takes various forms at every level of management. 
This example will concentrate on risks associated with managing store inventory, 
which management has determined are important to the organization from both an 
operations and a financial reporting standpoint. 

3. The primary responsibility for internal control of store operations rests with 
store managers. Through procedures performed during store visits that occur at 
least monthly, district managers perform the most direct monitoring of the 
continued effectiveness of controls in individual stores. Regional directors and 
other members of management also visit stores periodically; however, their 
primary monitoring procedures involve the review of detailed store statistics (i.e., 
indirect information that might identify a store with internal control issues 
affecting operations and financial reporting) and their interactions with, and 
observations of, district managers.  

4. The large size of the organization and the fact that its 3,000+ stores are 
statistically comparable make it a practical candidate for maximizing the use of 
monitoring using indirect information. Thus, the senior vice presidents and 
members of executive management monitor many controls, including store-level 
inventory controls, through extensive ongoing monitoring of store operating 
statistics.  

5. Over time, growth in the number of stores placed stress on the previous 
approach to monitoring store operations that consisted primarily of infrequent 
visits by the Internal Audit function. As a result, management performed a 
comprehensive review of the organization’s internal control over store operations 
(establishing a baseline of effective internal control) and made three significant 
changes to the underlying monitoring structure. First, it shifted much of the 
monitoring responsibility to store managers and district managers. Second, it 
enhanced the detail contained in operational reports reviewed by managers at all 
levels. Third, it invested in the development of a monitoring function at the 
corporate level — the Store Operations Group (SOG) — to enhance both the 
underlying control activities and the ongoing monitoring of controls at the store 
level.  

6. The SOG comprises former store managers, district managers, auditors, and 
technology personnel. The employee mix provides the group with both 
competence and objectivity in performing its monitoring duties. Furthermore, to 
enhance its objectivity, the SOG is part of the organization’s internal audit 
function rather than part of operations or corporate finance. As discussed later, 
however, the SOG does report potential internal control issues to appropriate 
personnel outside of internal audit. 

7. The SOG accesses real-time store-operations and financial data to perform 
standard daily, weekly, monthly, quarterly, and annual reviews of store-level 
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financial and operational data. Using its extensive knowledge of store operations, 
risks, and related controls, the SOG designed custom database reports to cover key 
areas of operations and internal control, including information related to:  

• Execution of weekly and monthly store inventory audits, 

• Late-deposit activity, 

• Cash-drawer activity, 

• Inventory adjustments due to theft, spoilage, and customer charge-offs, 

• Inventory purchasing and item-receipt activity, and 

• Pricing overrides. 

Understanding and Prioritizing Risks 

8. On an annual basis, the organization completes a comprehensive, enterprise-
wide risk assessment. Those involved in the assessment include senior 
management, business unit leadership, and where appropriate, direct reports of 
business unit leaders. The focus of this risk assessment is identifying the effect 
and probability (sometimes referred to as “significance and likelihood”) of 
financial, operational, and compliance risks at the store-operations and corporate 
levels. Risks are scored numerically from a low of “1” to a high of “5” and 
support the judgmental prioritization of the risks. Once prioritized, the risks are 
broken down further into levels — or “risk factors” — that indicate how the risks 
might manifest. The table below shows how the organization groups and 
prioritizes risks.4  

9. Overall, management recognizes that effective store inventory management is 
crucial to the organization’s operations and financial reporting objectives. As a 
case in point, we will follow one of those risk factors, “Inaccurate/improperly 
adjusted store inventory balances” (risk factor 2.b. below), through the monitoring 
process.  

10. This organization sells primarily furniture, appliances, and electronics. 
Inventory items are generally large, which means they are easy to count for 
inventory purposes, and are more difficult to steal than inventory items at other 
retailers, such as clothing stores or department stores. However, if pervasive theft 
or shrinkage exists across multiple locations, or if store managers are able to 
                                                 
4 Some organizations may choose to conduct their risk prioritization efforts at the level this 

organization refers to as “risk factors.” For this organization, however, prioritizing the risks 
one level higher, and then focusing on the controls that address the related risk factors, 
provides an adequate level of support for their internal control decisions, including what and 
how they will monitor internal control. 
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fraudulently misstate inventory balances, such deficiencies could lead to errors 
that, in the aggregate, would be material to the organization both in terms of its 
operational goals and the accuracy of its published financial statements.  

11. Knowledge of these factors, along with management’s understanding of the 
organization and its business, provides support for the organization’s inventory-
related risk assessment process. The following table exemplifies the organization’s 
more detailed risk assessment process for inventory.  
 

Risks 
Risk Factors  

(i.e., What Can Go Wrong) 
Impact 

Ranking 
Probability 

Ranking Priority 

1. Inappropriate product 
type/quantity mix, 
inventory levels, or 
store purchasing 

a. Revenue loss due to inability to 
meet customer demands 

b. Carrying excess store inventory 
c. Write-offs from stale/obsolete 

inventory 

5 3 H 

2. Inappropriate/ 
inaccurate/untimely 
inventory-level 
reporting 

a. Not identifying damaged/obsolete 
inventory 

b. Inaccurate/improperly adjusted 
store inventory balances 

5 3 H 

3. Inappropriate store-
level inventory 
receipt  

a. Inventory not being 
recognized/recorded in the system 
in a timely fashion 

b. Inadvertent acceptance of 
damaged/obsolete inventory 

c. Improper inventory costing 
d. Hard/soft expense associated with 

correcting delivery errors 
e. Increased theft/damage risk due to 

re-deliveries 

3 3 M 

4. Inventory theft a. Direct financial loss 
b. Overstatement of inventory 

balances 
c. Understatements of 

expenses/overstatements of net 
income  

3 3 M 

5. Inaccurate/untimely 
store-to-store 
inventory transfers 

a. Revenue loss due to inability to 
meet customer demands 

b. Carrying excess store inventory 
c. Inaccurate store inventory balance 
d. Inability to perform accurate store 

inventories 

5 3 H 

6. Inaccurate/ 
unavailable store 

a. Revenue loss due to inability to 
meet customer demands 

5 1 M 
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Risks 
Risk Factors  

(i.e., What Can Go Wrong) 
Impact 

Ranking 
Probability 

Ranking Priority 

inventory data b. Inaccurate inventory booking and 
costing adjustments 

c. Poor information for purchase price 
negotiations 

d. Inability of store managers and 
district managers to perform 
scheduled inventories accurately 

Understanding the Internal Control System and Identifying Key Controls 

12. Once management has prioritized the risks related to inventory management, 
the organization links those risks to controls that address them. This process sets 
expectations for store operations management, corporate finance, and internal 
audit regarding how the internal control system should manage or mitigate 
identified risks.  

13. Management further refines monitoring efforts by identifying which of the 
controls are most important to monitor in order to conclude that the internal 
control system is properly managing or mitigating the prioritized risks. 

14. In regards to “Inaccurate/improperly adjusted store inventory balances” risk, 
management has implemented a number of controls: 

• Periodic inventory — To ensure accurate inventory counts at the store 
level, the following inventory-count procedures are performed:5 

- The store manager is required to perform a bar-code inventory (i.e., 
electronically scanning the bar codes of items in inventory) three times 
per week on Monday, Wednesday, and Friday. As it is taken, the 
inventory is automatically recorded in the centralized 
information system. 

- The store manager is also required to perform a monthly serial-number 
inventory (i.e., counting inventory by serial number and comparing 
with inventory records). 

- The district manager is required to perform a monthly serial-
number inventory. 

                                                 
5 These extensive store-inventory controls are possible because inventory consists of a 

relatively small number of large items that are easily counted. The scope of these controls 
may not be feasible in other types of organizations, including other retail organizations. 



34 | | | | | COSO Guidance on Monitoring        June 2008 

- Store managers conduct their inventories using barcode scanners that 
automatically document the results within the centralized information 
system. Inventories are also timed within the system so that 
management can monitor how long it takes to conduct specific 
inventories and react accordingly. Inventories that are performed too 
quickly may indicate a rushed and ineffective inventory count; 
inventories that take too long may signal a need for training or other 
operational improvements. 

• Restricted access to record adjustments — To ensure proper oversight and 
approval of adjustments to inventory balances, only the district manager is 
able to record inventory adjustments for spoilage, theft, or customer 
charge-offs. 

• Monthly analytical review — To mitigate risk of inappropriate store-level 
inventory management and to assess overall store-level profitability, all 
inventory adjustments are reviewed during monthly district manager and 
regional director profit and loss (P&L) reviews. Trends in the same store 
over time are analyzed and compared with those of other stores across a 
wide variety of key performance indicators.  

• Daily inventory report review — To ensure that store-level inventory 
activity is accurate, the district manager reviews a daily report that shows 
inventory balances on hand, inventory item receipt, open purchase orders, 
and inventory-count exceptions. 

• Exception report review — To ensure that inventory counts are performed 
on a timely basis, the SOG, district manager, and regional director are 
notified if inventory counts have not been completed in the system for 
two weeks.  

• Supervisory store audits - To ensure that store inventory counts are 
executed properly and that store managers are effectively addressing idle 
inventory, the district manager performs comprehensive quarterly store 
audits. Relative to inventory risk, these store audits include a review of 
completed store-manager inventory counts, identification and execution of 
inventory adjustments, and an assessment of idle inventory (i.e., inventory 
idle for more than 90 days). The conduct of the quarterly store audits is 
documented in the centralized information system, and the audit results are 
reviewed by the SOG and reported to the applicable regional director. 

15. Note that no individual store’s inventory could be so wrong that it becomes 
material to the organization as a whole, even if it were 100 percent wrong. A 
pervasive failure of the store-manager inventory control, covering multiple district 
managers, would have to occur before such a risk could become material to the 
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organization as a whole. Therefore, by focusing monitoring efforts at the store 
level, and by spreading the risk of control failure across numerous district 
managers, the organization effectively reduces the potential for inventory control 
failures to become material to the organization. These organizational factors are 
important in considering the type and amount of persuasive information necessary 
to support a conclusion that the internal control system is effective in relation to 
the risk. 

Identify Persuasive Information About the Execution of Inventory Controls 

16. Relative to the identified risk (i.e., inaccurate/improperly adjusted store 
inventory balances), the store managers’ tri-weekly and monthly inventory counts 
are the key controls designed to ensure the accuracy of inventory balances in the 
system. With the exception of the control restricting access to record adjustments, 
all other controls identified by management provide various levels of monitoring 
to ensure that (1) the store managers’ periodic inventories are performed 
accurately, or (2) inventory balances and adjustments appear reasonable on a 
store-by-store basis. In this particular organization, management personnel at each 
level of the organization seek to identify sufficient relevant, reliable, and timely 
information to indicate whether store inventory control is working and inventory 
balances are accurate. 

17. Because of the organization’s size and tiered management structure, executive 
management’s monitoring efforts (in this case, the CFO’s monitoring efforts) 
depend on (1) the effectiveness of monitoring at the SVP, regional-director and 
district-manager levels, (2) the effectiveness of monitoring performed by the SOG, 
and (3) executive management’s own ongoing monitoring of store statistics across 
the organization. 

Direct Information 

18. Available relevant, reliable, and timely direct information regarding the 
operation of the store managers’ tri-weekly and monthly inventory counts includes 
the following components: 

• System records detailing the date, time, and results of the store 
managers’ inventories, 

• The district managers’ direct observation of store managers taking 
inventories, and 

• The results of the district managers’ own monthly inventories, which 
would identify the failure of any given store manager’s inventory count 
before that failure could contribute to a material error. 
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Indirect information 

19. Available indirect information that may indicate a potential failure in the 
store-manager inventory controls includes the following components: 

• Detailed store-level metrics that show store trends and 
comparative metrics including product-level analyses, cost of goods 
sold, profitability, etc., 

• System records detailing the duration of each inventory count, and 

• Store-level inventory records in the system, including on-hand balances, 
inventory items received by the store, open purchase orders and any 
needed adjustments to inventory balances based on inventory counts. 

Implementation of Inventory Controls Monitoring 

20. The following table highlights how various levels of management monitor the 
effectiveness of the store-manager inventory controls, beginning with the district 
manager and ending with the CFO. Note that all of these monitoring procedures, 
including the separate evaluations, are part of the organization’s normal operating 
activities. The procedures were not developed solely to meet an established 
regulatory requirement. 

 
Monitoring Procedure 

Information 
Type 

Monitoring 
Type 

 
Comments 

District Managers    

1. Review daily store-level 
inventory report. 

Indirect Ongoing This report enables the district manager 
to gauge quickly whether inventory 
balances are reasonable now and in the 
near future. It also gives the district 
manager an idea of what inventory 
should be on hand when he or she visits 
the store. 

2. Conduct monthly store 
inventory by serial 
number. 

Direct Ongoing This procedure serves as both a control 
activity (identifying errors in the inventory 
balances) and a monitoring procedure 
(re-performing, and thus validating, the 
store manager’s inventory control). 
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Monitoring Procedure 

Information 
Type 

Monitoring 
Type 

 
Comments 

3. Conduct monthly store-
level analytical reviews 
between the district 
manager and the 
regional director. 

Indirect Ongoing Through this monthly analytical review, 
the district manager and regional 
director can identify inventory anomalies 
that warrant further investigation. 

4. Conduct quarterly store 
audits, including an 
examination of store-
manager inventory 
records. 

Direct Separate 
Evaluation 

This monitoring procedure provides for 
periodic examination of store operations, 
including inventory management, at a 
detailed level that revalidates the 
effective operation of internal control. 

5. Follow up on any 
inventory exceptions 
identified by the SOG. 

Direct Separate 
Evaluation 

If the SOG identifies a store that either 
has not taken a required inventory in two 
weeks (see the SOG below) or presents 
other anomalies identified through 
analysis, the district manager and 
regional director are notified so that they 
can follow up on the exception. 

Regional Directors and Senior Vice Presidents 

1. Review daily, weekly, 
and monthly store 
operating reports that 
highlight numerous 
statistics relevant to 
inventory levels, cost of 
goods sold, and 
profitability. 

Indirect Ongoing This report enables the district manager 
to gauge quickly whether inventory 
balances are reasonable now and will be 
in the near future. It also gives the 
district manager an idea of what 
inventory should be on-hand when he or 
she visits the store. 

2. Discuss store operations, 
including inventory 
management, during 
regularly scheduled 
operational meetings 
between the SVPs and 
their regional directors, 
and between the regional 
directors and their district 
managers. 

Indirect Ongoing This discussion, while high-level given 
the number of stores, gives regional 
directors and SVPs an opportunity to 
inquire about stores and store managers 
that may not be as effective as others.  
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Monitoring Procedure 

Information 
Type 

Monitoring 
Type 

 
Comments 

3. Periodically visit store 
locations. 

Indirect Separate 
Evaluation 

Regional directors and SVPs are unable 
to visit a large number of stores or to 
conduct or observe the inventory 
controls in action. Nonetheless, periodic 
visits send an important message to the 
field about the importance of internal 
control. They also enable the regional 
directors and SVPs to see firsthand the 
quantity and condition of inventory on 
hand. 

4. Follow up on any 
inventory exceptions 
identified by the SOG. 

Direct Separate 
Evaluation 

If the SOG identifies a store that either 
has not taken a required inventory in two 
weeks (see the SOG below) or presents 
other anomalies identified through 
analysis, the district manager and 
regional director are notified so that they 
can follow up on the exception. 

Store Operations Group    

1. Perform detailed store-
by-store analytical 
reviews, examine 
exceptions, and report 
results to management.  

Indirect Ongoing This detailed analysis provides an 
objective, educated review of store-level 
statistics that has a high likelihood of 
identifying problem stores before they 
can contribute to a material error.  
The SOG developed its list of key 
indicators based upon professional 
experience and with assistance from 
dedicated technology personnel who 
“mine” corporate databases to gather 
and evaluate the applicable data. On a 
monthly basis, this list of key indicators 
and the results of the monitoring 
performed by the SOG are reviewed by 
internal audit, store operations executive 
leadership at the home office, and the 
organization’s executive committee. 

2. Review evidence in the 
information system of the 
completion and results of 
the store managers’ tri-

Direct Ongoing Store-manager inventories are taken by 
electronically scanning the unique bar 
code on each item in stock. The SOG 
receives direct information from the 
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Monitoring Procedure 

Information 
Type 

Monitoring 
Type 

 
Comments 

weekly bar-code 
inventory. 

system telling it when the inventory was 
completed, its duration, and its results. 
The SOG then compares these results 
with those from the other 3,000+ stores 
in order to spot potential anomalies. 

3. Perform store-level 
audits of inventory and 
inventory controls, if 
necessary. 

Direct Separate 
Evaluation 

Internal audit and the SOG have the 
ability to conduct separate evaluations of 
inventory controls, if necessary.  

Chief Financial Officer 

1. Review weekly statistical 
reports highlighting 
stores with potential 
inventory or profitability 
issues.  

Indirect Ongoing The weekly statistical report gives the 
CFO frequent and detailed information 
about the results of operations. It also 
highlights possible anomalies that he or 
she can discuss with other members of 
management and operations.  

2. Discuss store operations, 
including inventory 
management, during 
regularly scheduled 
operational meetings. 

Indirect Ongoing Like the discussions between the SVPs 
and their regional directors, and those 
between the regional directors and their 
district managers, the CFO’s 
participation in regular operational 
meetings provides him or her with much 
indirect information about the 
effectiveness of store management 
controls. 

3. Review reports from 
internal audit and the 
SOG regarding the 
results of their monitoring 
procedures. 

Direct 
and 
Indirect 

Separate 
Evaluation 

In most organizations, reports from 
internal audit consist primarily of direct 
information. In this organization, 
however, most of the monitoring 
performed by the SOG is indirect. One 
exception is information derived from the 
store managers’ tri-weekly bar-code 
inventory, which consists of direct 
information about stores that have not 
conducted proper tri-weekly inventory 
counts. 
Given the nature of the organization (i.e., 
a large number of homogeneous 
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Monitoring Procedure 

Information 
Type 

Monitoring 
Type 

 
Comments 

locations that are statistically 
comparable), and the monitoring using 
direct information that takes place 
elsewhere in the organization, the CFO’s 
monitoring procedures provide him with 
adequate support to determine whether 
the store-manager inventory controls are 
effective across the organization. 

Communicating Results 

21. Internal control issues identified by the district managers are normally 
corrected through communication between the district manager and the 
store manager.  

22. If a store manager does not perform an inventory count over a two-week 
period, the SOG team is alerted to the lapse during a review of its statistical 
reports. After receiving this alert, the SOG team notifies the store manager directly 
and requests an explanation for failing to perform the inventory. The district 
manager and regional director responsible for the store are also notified. In 
addition, the issue is documented on a Store Operations Recap Report, which 
serves as a clearinghouse for all exception items identified by the SOG. 

23. The Store Operations Recap Report is sent monthly to the Director of Internal 
Audit and the organization’s Executive Committee. Items included in the report 
are maintained there until the item is considered “cleared” by the SOG.  

24. In one instance, during a review of its statistical reports, the SOG identified a 
store that had an abnormal level of late deposits and cash drawer shortages. The 
SOG also noted abnormalities in several key store metrics that could be signs of 
fictitious customers and inventory manipulation. Those metrics included a lapse in 
the store manager’s tri-weekly inventory counts for over 100 items, unusual 
fluctuations in the number of new sales contracts and new customers, a high level 
of past-due accounts and abnormal fluctuations in collections and profit margins. 

25. The district manager responsible for the store and the organization’s Loss 
Prevention team (a separate group within corporate operations responsible for 
investigating inventory-shrinkage issues) were apprised of the issues in question. 
Through a store visit and investigation, the district manager and the Loss 
Prevention team discovered that the store manager was stealing cash from the cash 
drawer and covering the shortage by recording sales on credit to fictitious 
customers, thereby removing the item from the store’s inventory records. The 
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store manager would then sell the off-the-book inventory item for cash, which was 
used to cover (1) the cash-drawer shortage, and (2) the balances due from the 
fictitious customer. The store manager would keep any remaining cash. 

26. The fraud was discovered because the SOG evaluated persuasive information 
that a key control focused on inventory counts was not operating effectively, as 
well as other indirect information that identified unusual activity. Additionally, the 
SOG was competent and objective, which enabled it to understand the 
implications of the failure of this control. By communicating/reporting this control 
failure to the appropriate parties through proper channels, the SOG was able to 
perform further investigative procedures and identify and correct the source of the 
problem. 

27. This type of fraud, which occurs often in large retail organizations, would 
likely have been discovered at some point either through increased receivable 
write-offs or through controls related to extending credit. However, because of the 
robust monitoring procedures in place, the organization was able to identify the 
fraud quickly, take appropriate corrective action, and reduce the potential loss in a 
timely manner. 



42 | | | | | COSO Guidance on Monitoring        June 2008 

Supplemental Details Regarding the Above Example 

The following provides some of the specific details of reports that the organization used in monitoring. 
This is intended as a supplement to the discussion above for those who would like to understand the 
process in greater detail. 
Using the following report, the SOG noted an unusually high level of late deposits and cash 
drawer shortages. 

 

Store 
# ItemTran Dollar Debit Tran 

Recon 
Date Account 

Days 
Late 

1749 4/6/2007 801.00 D CD 4/23/2007 7751764167 0 
1749 4/6/2007 43.58 C SHRT 4/23/2007 7751764167 0 
1749 4/9/2007 757.42 C 175 4/23/2007 7751764167 0 
1749 4/14/2007 45.25 D OVER 4/23/2007 7751764167 2 
1749 4/14/2007 2,638.58 D CD 4/23/2007 7751764167 2 
1749 4/18/2007 45.00 D 695 5/1/2007 7751764167 0 
1749 4/18/2007 45.00 C SHRT 5/1/2007 7751764167 0 
1749 4/18/2007 2,638.58 C 175 4/23/2007 7751764167 2 
1749 4/29/2007 796.07 C SHRT 7/20/2007 7751764167 1 
1749 4/29/2007 1,740.00 D CD 7/20/2007 7751764167 1 
1749 5/1/2007 943.93 C 175 7/20/2007 7751764167 1 
1749 5/4/2007 582.10 D CD 7/20/2007 7751777167 0 
1749 5/5/2007 363.90 D OVER 7/20/2007 7751764167 0 
1749 5/5/2007 1,122.33 D CD 7/20/2007 7771764167 0 
1749 5/7/2007 512.71 C 175 7/20/2007 7771764167 0 
1749 5/7/2007 364.00 C 175 7/20/2007 7751764167 0 
1749 5/7/2007 1,191.62 C 175 7/20/2007 7751764167 0 
1749 5/16/2007 329.86 C 6280 5/17/2007 0080262008 0 
1749 5/16/2007 329.86 D 455 5/17/2007 0080262008 0 
1749 5/21/2007 485.42 D BC 7/20/2007 0080262008 0 
1749 5/21/2007 786.95 C SHRT 7/20/2007 7751777167 0 
1749 5/21/2007 3,930.93 D CD 7/20/2007 7751764167 0 
1749 5/22/2007 421.43 D BC 7/20/2007 0080262008 0 
1749 5/22/2007 80.00 C SHRT 7/20/2007 0080262008 0 
1749 5/22/2007 740.70 D BC 7/20/2007 0080262008 0 
1749 5/24/2007 1,567.55 C 142 7/20/2007 0080262008 0 
1749 5/25/2007 3,143.98 C 175 7/20/2007 7751764167 0 
1749 6/5/2007 924.05 C CD 7/6/2007 7751764167 4 
1749 6/6/2007 1,133.05 D D 7/6/2007 7751764167 4 
1749 6/6/2007 79.63 D D 7/6/2007 7751764167 4 
1749 6/8/2007 148.03 D SHRT 7/6/2007 7751764167 4 
1749 6/8/2007 643.75 C CD 7/6/2007 7751764167 4 
1749 6/11/2007 341.59 D 175 7/6/2007 7751764167 4 
1749 6/11/2007 487.05 C 175 7/6/2007 7751764167 4 
1749 6/11/2007 1,153.06 C 175 7/6/2007 7751764167 4 
1749 6/11/2007 650.75 C 175 7/6/2007 7751764167 4 
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Supplemental Details Regarding the Above Example 

The SOG noted that there was a pattern of both late deposits and cash drawer shortages that could 
indicate internal control problems related to cash, but not necessarily related to inventory. These 
anomalies in the cash area warranted additional investigation, and in fact, the SOG professional 
responsible for reviewing the above report initiated inquiries into the cause of the late deposits and 
cash shortages. 
Soon after the above cash related items were identified, the SOG noted, from the Weekly Bar Code 
Inventory Exception Report, that more than 100 items had not been inventoried. The SOG also noticed 
unusual fluctuations in certain key performance indicators. The table below shows five of those 
indicators out of a report that covers 35 different metrics. The shaded numbers represent anomalies 
that warranted further evaluation. 

 

Metric Avg Mar Apr May Jun Jul Aug Sept Oct Nov Dec Jan Feb Mar 
Agreements 
gained 
 

6.92 -11 46 36 13 49 1 -32 11 -16 27 21 3 -58

More than 10 agreements gained is a red flag if not supported by a company promotion. Large fluctuations 
between months are also red flags. 

Customers 
gained 
 

12.46 6 31 25 6 42 11 -4 22 3 17 21 12 -30

Significant increases in a month can be an indicator of fictitious customers. Repeated decreases can be a sign of 
customer service problems. 

Average 
past-dues 

11.97 13.47 11.62 13.77 12.88 12.99 9.32 9.67 9.49 11.12 12.2 14.67 12.55 11.92

Average past-dues greater than 6% can be an indication of fictitious accounts or poor credit extension procedures. 

Percent of 
income 
colleted 
each month 

92.14 96.30 86.50 87.20 92.00 95.00 90.50 95.10 99.10 93.10 85.50 89.80 92.60 95.10

Large fluctuations between months are a red flag. 

Monthly 
profit 
percent 

5.92 -0.60 7.50 19.00 -4.00 17.00 -1.50 -0.40 17.20 11.50 -13.10 12.60 10.30 1.50

Large fluctuations between months are a red flag. 
 

Supplemental Details Regarding the Above Example 

The cumulative effect of the above analyses lead to a separate evaluation of the controls over cash and 
inventory at this particular store, which uncovered the fraud in a timeframe that allowed the organization 
to address the problem before it could become material. 
In analyzing the effectiveness of the monitoring, this example illustrates that the company started with a 
baseline of effective internal control. Over time they developed detailed analysis using both direct and 
indirect information that could identify potential problem areas in a timely manner. Moreover, there was 
a culture of “follow-up” in the organization that led to the timely investigation of potential problems.  
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Observations 

28. A brief example such as this cannot convey fully the organizational context in 
which these internal controls, including monitoring, were developed. The 
personnel involved in assessing risk, designing controls and related monitoring 
procedures, and overseeing the internal control system have extensive experience 
in this organization and in this industry. Accordingly, they have developed and 
implemented monitoring procedures that provide information they believe to be 
suitable and sufficient regarding the effectiveness of the underlying controls. They 
continue to refine those procedures as risks and controls change. 

29. Nevertheless, the project team has observed possible modifications to the 
monitoring procedures described in this example that may be helpful to other 
organizations as they consider the possible applications to their own, unique 
circumstances. The key for each organization is to implement internal control, 
including monitoring, that adequately manages or mitigates meaningful risks to 
organizational objectives in a cost-effective manner. 

30. First, some of the monitoring performed by the district managers (e.g., taking 
a monthly store inventory at 6–8 stores) may seem excessive to some 
organizations. Because the store managers’ tri-weekly inventory is recorded 
electronically through a bar-code scanner, the district manager may be able to 
review a system report documenting the results of the store managers’ inventory, 
then conduct a separate inventory on a less frequent basis. 

31. Second, above the district-manager level, little direct information is used in 
monitoring. Because this organization has a large number of statistically 
comparable stores, it is better able than many other organizations to use indirect 
information to identify possible control problems. Over time, though, that indirect 
information can become clouded by other factors. In some cases, pervasive 
internal control problems can gradually influence the indirect information so that 
even material errors appear normal. However, the persuasiveness of the 
information used in monitoring may be improved in a cost effective manner. 

32. In this organization, if the district managers conduct their monitoring 
procedures correctly, there would be virtually no opportunity for pervasive control 
problems to develop at the store level that could be material to the organization’s 
objectives. Accordingly, management above the district manager level, including 
executive management, might benefit from periodic objective monitoring — 
possibly through internal audit — of the district managers’ monitoring procedures.  

33. Objective monitoring might examine only a group of district managers each 
year, or select them randomly, but it would provide management with direct 
information supporting a belief that the district managers are performing their 
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duties effectively. It could also serve as additional encouragement for the district 
managers to execute their control responsibilities properly. 

Summary and Conclusion 

34. This retail organization improved both the effectiveness and efficiency of its 
internal control system by taking steps that are consistent with the guidance 
outlined in Volume II. In responding to certain identified control failures and 
recognizing that existing monitoring procedures were not achieving their 
objectives, management first performed a comprehensive review of control over 
store operations. It then: 

• Identified and prioritized risks to its operations and to its financial 
reporting and compliance objectives, 

• Improved the internal controls where necessary and identified key controls 
to monitor at various levels,  

• Identified persuasive information (both direct and indirect) that would 
provide support for a conclusion regarding the effectiveness of the internal 
control system, and 

• Developed monitoring procedures throughout all levels of management to 
evaluate the information through a mix of ongoing monitoring and 
periodic separate evaluations — all with an emphasis on ongoing 
monitoring procedures. 

35. Other organizations — even organizations similar to the one in this 
example — may follow similar general principles, yet implement different 
controls and different monitoring procedures. The guidance contained in Volume 
II is not intended to lead every organization to the same conclusions regarding 
what risks are meaningful, how the risks should be controlled, or how internal 
control should be monitored. However, it does provide an outline any organization 
can use to develop monitoring procedures that will support the organization’s 
conclusions about the effectiveness of internal control. 
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Monitoring of Controls over Certain Operational Risks in a Mid-Sized 
Manufacturing Organization 

Background Information 

1. A mid-sized manufacturing organization produces complex equipment and 
engine components. These components typically operate for extended periods (up 
to 40 years) and have very low tolerance thresholds for failure. In fact, the failure 
of some components can have life-threatening consequences.  

2. As part of global sourcing, many of the organization’s customers require 
product delivery on a just-in-time basis. The organization’s strategy is to 
profitably serve the original-equipment-manufacturer (OEM) and after-market 
demands for these products. As a result, the organization must carry, or be able to 
produce, inventory to address the need for a product that may be 40 years old.  

3. At one point the organization’s board of directors expressed concern about 
inventory growing faster than revenue — a disturbing trend given that 
technological advancements could render existing component inventory parts 
obsolete. The board and management agreed that a focus on production methods 
and inventory management was an important strategic goal. They recognized, 
however, that such a focus should not be achieved at the expense of 
product quality.  

Organizational Structure and Goal-Setting 

4. The organization is structured around three product business groups. Each of 
the three product business groups is managed by a Business Group Vice President 
who reports directly to the Chief Executive Officer (CEO).  

5. Product business groups are supported by centralized corporate finance, 
human resources, internal audit, and other standard back-office functions and have 
a dotted-line relationship with a product business group controller who is a 
member of the corporate finance team.  
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6. Each Business Group Vice President is responsible for all aspects of the 
product business group within the overall corporate strategy, including: 

• Marketing, development, and growth of the potential customer base for the 
product line, 

• Oversight of the research and development of requested components 
for customers, 

• Product-line supply chain and supply chain relationship management, 

• Product manufacturing process, 

• Delivery of manufactured components to customers, and  

• Inventory management that supplies high-quality products to customers 
when needed, yet minimizes on-hand quantities in order to reduce 
overhead and risk of obsolescence. 

7. Components are manufactured to the product-design specifications and 
quality standards provided by customers, as well as to internal quality standards 
defined through the organization’s strategic planning process.  

8. Each product business group comprises a team of design engineers and 
process engineers led by an engineering team leader. Each team oversees the 
design and execution of its manufacturing processes.  
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9. Executive management develops long-term strategic focus goals which are 
updated every year. These strategic focus goals have been defined by the 
organization as: 

• Focused growth, 

• Financial excellence, 

• Commercial and technology excellence, 

• Process excellence, and 

• Outstanding employees. 

10. The executive team further develops annual goals and objectives that are 
linked to the strategic plan. Compensation is based, in part, on the achievement of 
the specific plans for the business unit. For example, the “commercial and 
technology excellence” and “process excellence” strategic focus goals include 
objectives for component product-manufacturing quality, which will be a focal 
point for this example.  

11. Business Group Vice Presidents compare monthly, quarterly, and annual 
results with the annual strategic goals and report the results to the CEO, CFO, and 
board. These reports include analysis related to quality, delivery, rework, cost, and 
overall financial performance.  

12. Each product business group employs a quality assurance team that reports 
directly to the Business Group Vice President. The quality assurance teams are 
responsible for providing quality monitoring and manufacturing compliance. 
Business group quality assurance teams often comprise former manufacturing 
process team leaders, process engineers, and quality assurance professionals with 
independent quality assurance certifications.  

Understanding and Prioritizing Risk 

13. Through the goal-setting process, executive management identifies the risks 
to achieving the organization’s goals and objectives, prioritizing them based on 
their likelihood and significance.  

14. The organization has identified a high risk related to the potential failure to 
manufacture components that meet pre-defined quality standards and the 
customers’ cost requirements. This risk has become more pronounced as the 
organization seeks to improve production efficiency, reduce finished-goods 
inventory levels, and continue to meet customer delivery expectations. Thus, the 
organization seeks to integrate quality considerations into all aspects of the 
product life cycle — from product design, to manufacturing, to delivery.  
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15. Internal product-quality expectations are set forth by the CEO and executive 
management as part of their commercial and technology excellence and process 
excellence strategic focus goals. To enhance product quality and efficiency, the 
organization has implemented a number of lean-manufacturing and quality 
standards, including the recent adoption of Six Sigma, which Business Group Vice 
Presidents are required to follow as part of their long-term strategic objectives. Six 
Sigma — originally developed by Motorola, Inc. — is a set of practices designed 
to improve processes by eliminating defects. The methodology typically includes 
the following five steps: define, measure, analyze, improve, and control. 

16. During the annual strategic planning process, Business Group Vice Presidents 
and the leadership teams reporting to them identify and prioritize manufacturing 
process quality risks. The activity is subjective (i.e., not driven by a quantitative 
analysis of risk significance and likelihood) and draws on the extensive experience 
of the people involved. The table below demonstrates the risk assessment thought 
process and related results. 

Product Life Cycle 
Quality Risks Risk Cause Risk Priority

a. Inadequate specifications received from 
customer 

M 

b. Failure (through lack of skills or proper design-
analysis procedures) to address appropriately 
the risk that the component will fail 

H 

c. Failure (through lack of skills or proper design-
analysis procedures) to address appropriately 
the risk that the component will cause a system 
failure or not operate as intended in the system 
in which it is installed 

H 

1. Improper design of 
customer-requested 
components and 
related manufacturing 
processes 

d. Failure to follow established manufacturing 
design procedures related to: 

• raw material selection 
• production methods 
• testing routines 

H 

a. Failure to establish proper quality-tolerance 
metrics 

H 

b. Failure to follow up when tolerances are 
exceeded 

M 

c. Inadequate skills of manufacturing personnel M 

2. Improper manufacture 
of components within 
quality tolerances 

d. Inadequate oversight of manufacturing process 
(other than risk 2.b. above) 

M 
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Product Life Cycle 
Quality Risks Risk Cause Risk Priority

a. Failure to establish reasonable delivery 
deadlines with customer 

M 3. Untimely delivery of 
components to 
customer 

b. Failure to recognize delays in a timely manner 
for possible correction or discussion with 
customer 

M 

17. This example will expound further on internal control and related monitoring 
regarding Risk #1 above, improper design of components and related 
manufacturing processes. For simplicity we will refer to this risk as 
“Design Risk.” 

Understanding the Internal Control System and Identifying Key Controls 

18. Management has implemented the controls in the following table to address 
Design Risk. Controls with the “ ” symbol are designated as key controls. Note 
that the organization does not formally designate controls as “key” or “not key.” 
These controls are designated as key in this example because management has 
determined that, by monitoring them, it can reasonably conclude whether the 
internal control system is operating as intended with respect to the identified risk. 
Note also that the designation as “key” is not necessarily an indication of the 
control’s overall importance to the internal control system. Rather, it is an 
indication of the relative contribution that monitoring the control will provide to a 
conclusion about the effectiveness of the internal control system in addressing the 
related risk. All of the controls below are important, but the effectiveness of some 
can be determined through the monitoring of others. 

Control Description Comments 

1. Proper skills 
and oversight 

An experienced project manager from 
the business group engineering team 
oversees the execution of the 
component-manufacturing process and 
leads a manufacturing project team 
composed of system, design, and 
manufacturing-process engineers and a 
representative from the business group 
quality assurance team.  

Management’s direct 
interaction with project team 
members and their 
monitoring of the key 
controls identified below 
provide the necessary 
support for a conclusion 
about the level of skills 
present and the adequacy 
of manufacturing oversight. 

2. Standard 
development 
templates 

The project manager uses standardized 
templates and develops proposed time 
and resource budgets to track project 
results against expected outcomes. He 
or she also coordinates project budgets 
and costing with the organization’s 
corporate finance team.  

Management’s monitoring 
of the key controls below 
will identify the failure to use 
standard development 
templates before such 
failure would be likely to 
cause a material error. 
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Control Description Comments 

3. Standard 
contract 
language 

The standard customer contract contains 
specific language that highlights the 
requirement for the customer to submit 
complete and accurate component 
specifications. The standard contract 
language serves as a communication 
mechanism to ensure that the customer 
understands its responsibilities.  

Standard contract language 
is an important control, but 
monitoring key control #12 
below (the customer’s 
approval) is a better 
indicator of the customer’s 
understanding and 
acceptance of its 
responsibility. 

4. Component 
Design Risk 
Analysis 

 

To address the risk that a designed 
component will not function properly, the 
manufacturing project team completes a 
Component Design Risk Analysis, 
identifying and ranking the cause and 
effect of potential component failures. 

5. System Risk 
Analysis 

 

To ensure proper operation of the 
component within the system for which it 
is intended, members of the 
manufacturing project team perform a 
System Risk Analysis that identifies and 
ranks the cause and effect of potential 
system failures after the component is 
installed.  

These two controls are 
identified as key because 
(1) their failure would raise 
the organization’s risk 
regarding the design of a 
component to unacceptable 
levels, and (2) monitoring 
their effective operation 
helps support a conclusion 
about the effectiveness of 
earlier controls.  

6. Review and 
approval of 
component 
design  

Before designing the component-
manufacturing process, the 
manufacturing project team reviews and 
approves both the Component Design 
Risk Analysis and the System Risk 
Analysis. 

This self-review procedure 
is an important control, but 
(1) it is not conducted by 
someone objective enough 
to provide persuasive 
support to management 
levels above the project 
team, and (2) its failure 
would most likely be 
detected (before it could 
allow a material error) by 
monitoring key controls #4 
and 5 above. As a result, it 
is not identified as a key 
control for monitoring 
purposes. 

7. Preparation of 
Manufacturing 
Process Flow 

The manufacturing project team 
completes a Manufacturing Process 
Flow to establish the most effective and 
efficient manufacturing process and to 
assist in completing the Manufacturing 
Process Risk Analysis.  

A failure of this important 
control would be detected 
on a timely basis through 
monitoring of key controls 
#8, 9, 10 and 12 below. 
Thus, it is not identified as a 
key control for monitoring 
purposes. 
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Control Description Comments 

8. Manufacturing 
Process Risk 
Analysis 

 

The manufacturing project team 
completes a standard Manufacturing 
Process Risk Analysis that identifies and 
prioritizes potential failures of the 
manufacturing process.  

9. Manufacturing 
Process Control 
Plan 

 

A Manufacturing Process Control Plan 
(including key sampling metrics, 
expected manufacturing results, and 
approved responses to identified results 
that are outside process expectations) is 
completed to ensure that design 
specifications are met during production.  

10. Manufacturing 
testing process 

 

Prototypes are manufactured and tested 
during the development of the 
Manufacturing Process Risk Analysis 
and the Manufacturing Process Control 
Plan. The manufacturing project team is 
advised of deviations from expected 
results outlined in the Component 
Design Risk Analysis and System Risk 
Analysis and updates those analyses 
appropriately.  

Similar to key controls #4 
and 5 above, these three 
controls are identified as 
key because (1) their failure 
would raise the 
organization’s risk regarding 
the manufacture of a 
component to unacceptable 
levels, and (2) monitoring 
their effective operation 
helps support a conclusion 
about the effectiveness of 
earlier controls. 

11. Review and 
approval of 
manufacturing 
design 

The manufacturing project team reviews 
and approves the Manufacturing 
Process Flow, Manufacturing Process 
Risk Analysis, and Manufacturing 
Process Control Plan before design 
commences of the component 
manufacturing process.  

Consistent with control #6, 
this self-review procedure is 
an important control at the 
manufacturing project team 
level, but it is not objective 
enough to be considered a 
key control at higher levels 
in the organization. 

12. Customer 
approval 

 

Before the organization initiates 
production of the component, formal 
customer approval is required of the 
following documentation: 

- Component Design Risk 
Analysis, 

- System Risk Analysis, 
- Manufacturing Process Risk 

Analysis, and 
- Manufacturing Process Control 

Plan.  
 

This control is designated 
as key because it 
completes the 
communication cycle with 
the customer and provides 
independent verification that 
the customer is satisfied 
with the component design 
and manufacturing plan. 
The failure of this control 
could increase the 
organization’s risk to 
unacceptable levels, yet not 
be detected in a timely 
manner by other controls. 
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Identify Persuasive Information about the Execution of Manufacturing 
Process Quality Controls  

19. Because product quality is so important to the organization, management has 
developed robust ongoing monitoring of quality indicators including: 

• The results of the Six Sigma process mentioned above, 

• Monthly comparison of quality metrics (described below) across 
product lines, 

• Monthly operating calls, facilitated by the CFO, including Business Group 
Vice Presidents, and business group controllers to discuss operating results 
and quality issues, and 

• Routine reporting to manufacturing plant leadership, business unit 
leadership, executive management, and the board of directors of defect and 
warranty levels. 

20. The information used in these ongoing monitoring procedures is indirect. 
Available indirect information that may indicate a manufacturing-process quality 
failure includes:  

• Number of prototype failures; 

• Qualitative prototype failures compared to expectations outlined in the 
Component Design Risk Analysis or Manufacturing Process Control Plan 
(e.g., failures of a type not anticipated in the design phase may indicate 
improper analysis of the risk of failure); 

• Prototype-development scrap levels; 

• Extent of revision information noted on the Component Design Risk 
Analysis and System Risk Analysis; 

• Project time budgets and costs; 

• Project status updates from the project manager to the engineering team 
leader and from the engineering team leader to the Business Group Vice 
President; and  

• Production statistics regarding scrap, rework, and warranty levels. 

21. The frequency and level of detail of this indirect information are such that the 
organization can quickly identify quality problems — however, nearly all of it is 
produced either late in the component manufacturing development process or after 
production has already started. Further, some of the information, such as levels of 
prototype failures, could lead to inaccurate conclusions about control 
effectiveness. For example, low levels of prototype failures may indicate that both 
the component and the related manufacturing processes have been designed well, 
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but such low levels could also result from ineffective prototype-testing 
procedures. Accordingly, the organization also performs direct monitoring of 
certain controls in order to gather more timely and reliable information about the 
operation of underlying controls. The organization has access to the following 
direct information regarding the operation of controls that address Design Risk: 

• Customer’s acknowledgement that it provided to the organization 
complete and accurate component requirements and information 
(specifications, tolerances, systems in which component will be 
used, etc.); 

• Manufacturing project team’s documented acceptance or rejection of the 
Component Design Risk Analysis and the System Risk Analysis; 

• Manufacturing project team’s acceptance or rejection of the proposed 
Manufacturing Process Flow, Risk Analysis, and Manufacturing Process 
Control Plan; 

• Information obtained during development of the manufacturing project 
team’s proposed manufacturing process per the Manufacturing Process 
Control Plan; and 

• Customer’s acceptance or rejection of the Component Design Risk 
Analysis, System Risk Analysis, Manufacturing Process Risk Analysis; and 
Manufacturing Process Control Plan.  
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Implementation of Component-Manufacturing Project Quality Monitoring 

22. The following table highlights how the various levels of management — from 
the Component Manufacturing Project Manager, to the Business Group Vice 
President, to the CEO — monitor the effectiveness of an individual component-
manufacturing process: 

Monitoring Procedure 
Information 

Type 
Monitoring 

Type Comments 

Component-Manufacturing Project Manager 

1. Day-to-day interaction with and 
oversight of the component 
design and manufacturing design 
processes.  

Direct Ongoing 

2. Completion of the self-review 
procedures described in controls 
#6 and 11 above. 

Direct Ongoing 

The Project Manager’s direct 
involvement in overseeing 
every aspect of the 
manufacturing process and the 
completion of the self-review 
procedures gives him or her 
relevant, reliable, and timely 
information about whether 
internal control over Design 
Risk is operating effectively. 
This direct interaction can 
relate to all of the controls 
identified above, but is 
especially important with 
respect to the identified key 
controls. 
However, the Project 
Manager’s extensive 
involvement can also impair 
objectivity, which affects the 
ability of others above the 
project manager level to rely on 
monitoring at this level.  



56 | | | | | COSO Guidance on Monitoring        June 2008 

Monitoring Procedure 
Information 

Type 
Monitoring 

Type Comments 

Business Group Vice President 

1. Direct reports from the quality 
assurance teams. The quality 
assurance teams review direct 
information supporting the 
effective completion of each of 
the key controls identified above, 
including the: 
• Component Design Risk 

Analysis (Control #4) 
• System Risk Analysis 

(Control #5) 
• Manufacturing Process Risk 

Analysis (Control #8) 
• Manufacturing Process Control 

Plan (Control #9) 
• Manufacturing testing process 

(Control #10) 
• Customer approval 

(Control #12) 

Direct Ongoing These quality assurance teams 
formally report to the Business 
Group Vice Presidents. While 
they work closely with the 
manufacturing project teams, 
they are objective with respect 
to the component and 
manufacturing design 
processes. Their primary 
responsibility is to ensure that 
proper quality procedures are 
followed. 
Their close proximity to the 
operation of the controls, 
coupled with their objectivity, 
allows the quality assurance 
teams to be a primary 
monitoring mechanism for 
management. 

2. Daily, weekly, monthly, and 
quarterly review of the indirect 
information described earlier. 

Indirect Ongoing As noted earlier, the level of 
detail provided by this indirect 
information enables the 
organization to identify and 
react quickly to manufacturing 
quality issues if they arise. 
Such reactions would typically 
include correcting the design or 
manufacturing problem and 
initiating a separate evaluation 
of the controls to identify and 
correct the problem’s root 
cause. 
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Monitoring Procedure 
Information 

Type 
Monitoring 

Type Comments 

CEO and Executive Management Team 

1. Daily interactions with the three 
Business Group Vice Presidents 
in which the results of other 
quality monitoring procedures are 
discussed (e.g., quality assurance 
team results, quality metrics 
results, financial results, etc.) 

Direct and 
Indirect 

Ongoing Because the organization is 
highly focused on product 
quality, daily interactions 
between executive 
management and the Business 
Group Vice Presidents often 
address quality-related matters. 
These interactions, although 
often informal, serve as 
important support for executive 
management’s conclusions 
about controls over product 
quality, including Design Risk. 

2. Monthly management meetings in 
which the results of other quality 
monitoring procedures are more 
formally discussed. 

Direct and 
Indirect 

Ongoing These monthly meetings, 
conducted in the first week of 
every month, provide a more 
rigorous analysis of the results 
of direct monitoring below the 
executive management level 
and of the indirect quality 
metrics. 

Identifying Issues and Communicating Results 

23. Because the organization’s structure is relatively flat, the results of 
monitoring can be communicated to the proper levels quickly and accurately. 
Also, because product quality is so important, the communication protocols 
regarding quality issues are designed to escalate rapidly to the Business Group 
Vice Presidents, executive management, and the board. 

24. The organization does not have a formal control deficiency prioritization 
protocol, but it does track issue identification and resolution through a “Corrective 
Action Status” report that is updated continuously and reviewed at the monthly 
management meeting. 

Summary and Observations 

25. This manufacturing organization has important quality-related risks that must 
coexist with often-competing risks associated with financial goals, such as those 
related to efficiency, on-time delivery, profitability and inventory valuation. 
Unnecessarily long lead times for finished goods require higher levels of finished 
goods inventory to meet customer demands, which would negatively affect the 
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financial goals. Further, a singular focus on production efficiency would likely 
lead to an unacceptable reduction in product quality.  

26. Management and the board have been successful in developing an internal 
control system and related monitoring that enhance product quality and efficiency 
through a focus on minimizing defects and planning up-front. The controls 
associated with ensuring that the designed component will work within its 
intended system, and the controls over the design of the manufacturing process, 
are also critical to meeting the organization’s quality and financial goals. 

27. The organization monitors these controls on an ongoing basis through the use 
of both direct and indirect information. Most of the direct-information monitoring 
occurs through the normal functioning of the quality assurance teams. These 
teams, which include highly competent and objective personnel, have direct access 
to the information required to determine whether these controls are operating 
effectively. Day-to-day interactions — the effectiveness of which is bolstered by 
the flat organizational structure and the high-profile nature of the quality-related 
risks — are also an important form of direct monitoring. 

28. The results of the ongoing monitoring are further supported by robust 
monitoring using indirect information. This indirect information, which includes 
specific quality metrics as well as financial metrics, enables the organization to 
identify potential issues that may negatively affect the quality goals, financial 
goals, or both. This detailed information is reviewed at every level within the 
organization, including the executive-management level, to ensure that any 
significant deviations from expectations are identified and explained. 

29. The organization makes extensive use of ongoing monitoring procedures 
because such monitoring enhances their ability to achieve their objectives. 
Building monitoring into daily operations enables the organization to identify and 
correct control problems quickly before they can lead to a material failure. As 
ongoing monitoring identifies problems or potential problems, the organization 
can employ separate evaluations to further examine and correct them. 
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Monitoring Certain Information Technology (IT) Controls 

1. The earlier examples in this section are based on the internal control systems 
and experiences of specific organizations. They are designed to demonstrate 
monitoring by following an identified risk through the sequence of prioritizing the 
risk, identifying the key controls and persuasive information about those controls, 
selecting and executing a monitoring procedure, and assessing and reporting the 
results. Their scope is narrow (concentrating on a few risks and controls) in order 
to focus on each step in the monitoring process. 

2. The examples in this section on Monitoring Certain Information Technology 
(IT) Controls differ slightly from the others in that they explore several common 
IT-related risks associated with financial reporting and the monitoring of internal 
controls related to those risks. It considers the types of controls used to mitigate 
common risks, discussing the types of information used to verify that those 
controls are operating. It also provides examples of common IT management 
processes that, in the right circumstances, might be considered to be control 
monitoring activities and also examines how technology tools can be used to 
monitor certain controls. Note that, while the focus of this example is on financial 
reporting objectives, the concepts can be applied to operations-related objectives 
or to compliance with laws and regulations. 

Understanding and Prioritizing Risk 

3. Although IT-related risks are applicable to nearly every organization, the 
prioritization of those risks and the relative importance of different types of 
controls that mitigate them will vary from organization to organization. The table 
below summarizes some of the most common IT-related risks associated with 
financial reporting and contains summary examples of factors that can be 
considered in determining the relative importance of the given risk. 

Nature of Risk6 Risk Description 

1. Inappropriate 
Access  

Application programs are accessed and used inappropriately, resulting in 
errors, invalid transactions, or fraud. 

                                                 
6 The terms in the Nature of Risk column in this table serve only to provide a brief name to each 
risk that will facilitate linkage throughout the remainder of the discussion. Readers may note 
that the names do not capture completely the essence of the related risk. 
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Nature of Risk6 Risk Description 

Example Factors Influencing Risk Prioritization: 
• Degree to which inappropriate access might benefit someone who obtains it — For example, system 

access that might allow someone to steal money, manipulate transactions for personal benefit, or 
conceal illegal activity is a greater risk than system access that offers little or no benefit to 
inappropriate access. 

• The significance of the data processed by the system and its potential to affect organizational 
objectives in a material manner 

2. Program Integrity Application program processing logic (source code, configuration information, 
etc.) is subjected to unauthorized or improper setup or modification, rendering 
the system incompatible with user needs or expectations and causing 
incomplete or inaccurate information processing or reporting. 

Example Factors Influencing Risk Prioritization: 
• Packaged versus internally developed application systems — Relative to programming logic, 

packaged application systems typically carry less risk than internally developed systems because 
packaged application systems offer limited or no access to the source code. However, because they 
are created to be used by a wide variety of organizations and typically include more configuration 
options than internally developed systems, packaged application programs can carry a higher level of 
risk regarding the selection of options and the resulting integrity of the configuration information that 
controls how programs function. 

• Programming complexity — Application programs that perform complex calculations or controls 
(sophisticated financial computations, pricing discounts, etc.) — where end users are less able to 
confirm complete or accurate processing — typically are higher-risk than applications that merely 
accumulate and aggregate business transactions. For example, a bank’s program integrity risk profile 
related to loan and deposit applications might be considered “high” due to the nature of processing a 
large volume of transactions having a vast array of calculations across different product types. By 
comparison, a manufacturer’s customer-invoice computations may be less complex and easily 
verifiable to specific customer orders and physical shipment records. 

• The significance of the data processed by the system and its potential to affect organizational 
objectives in a material manner 

3. Data Integrity Data is improperly added or altered, and could include business transaction 
data (e.g., an invoice), master file data (e.g., a customer credit limit), or 
parameter settings that control processing logic or enable controls (e.g., a 
system setting that triggers an additional level of approval over a certain dollar 
limit). 

Example Factors Influencing Risk Prioritization: 
• Degree of complexity associated with data entry — Data integrity risk is greater in systems requiring 

complex and/or multi-step data entry than in systems with simple data entry procedures. 
• The significance of the data processed by the system and its potential to affect organizational 

objectives in a material manner 
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Nature of Risk6 Risk Description 

4. Information 
Processing 

Processing fails or is erroneous, resulting in incomplete, inaccurate, or lost 
data. 
 

Example Factors Influencing Risk Prioritization: 
• Extent of information interchange — Information processing risk is commensurate with the number of 

internal and third-party data interfaces.  
• Potential for system outage or failure that results in disrupted or impaired information processing 
• The significance of the data processed by the system and its potential to affect organizational 

objectives in a material manner 

Identifying Key Controls and Information Used to Monitor Those Controls 

4. The specific types and placement of IT controls to address prioritized risks 
can also vary considerably. The size and sophistication of an organization, the 
number, nature and location of its underlying technology resources, its 
organizational structure, and its IT-development philosophy can all affect the 
nature of the specific controls in place for managing IT risks. Variations in these 
factors affect the relative importance of specific IT controls which, in turn, may 
drive different types of monitoring processes. In addition, at times monitoring 
manual controls can provide sufficient support for a conclusion regarding the 
effectiveness of IT controls that operate earlier in the transaction process. For 
example, in a small organization the Chief Financial Officer (CFO) may sign 
every check after reviewing supporting invoices. This control, if it operates 
effectively, enables the CFO to identify unauthorized checks generated by 
someone with improper system access. It can also serve as a compensating control 
where segregation of duties between check writing and cash accounting is 
not practical. 

5. Although specific controls and related monitoring processes can vary, the 
following table summarizes IT controls that generally are important in mitigating 
one or more of the broad risks defined earlier. This table also links to the types of 
risk that the controls address (see Nature of Risks above) and provides a high-
level view of the direct information typically used to monitor whether these 
controls are operating.  
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IT Control 
Type 

Risk(s) 
Addressed Control Description 

Information Used in 
Monitoring 

Limited 
Access to 
Application 
Program 
Source Code 

• Inappropriate 
Access 

• Program 
Integrity 

Access controls that limit to 
specific personnel the ability to 
make application programming 
and/or configuration changes: 

- trained in programming 
tools, and  

- authorized to make 
programming changes 

• Listing of access rights to 
source code libraries 

• Evidence of appropriate 
access rights approval 

• Security logs indicating who 
has accessed a given 
program 

Application 
Security 

• Inappropriate 
Access 

 

Application access controls 
that: 

- provide a restrictive set of 
access rights to program 
users based on their 
responsibility, and/or 

- provide a foundation for 
segregation of duties 
within or between 
application programs 

• Listing of access rights to 
application programs and/or 
specific transactions within 
those programs 

• Evidence of appropriate 
access rights approval  

• Security logs indicating who 
has accessed a given 
application 

Data Security 
& Change 
Control 

• Inappropriate 
Access 

• Data Integrity 
• Program 

Integrity 
 

Access controls that restrict to 
(a) business users of 
authorized application 
programs, or (b) a limited 
group of data administrators 
the ability to add or alter 
financial reporting data 
Approval controls that provide 
visibility to and approval of 
data and database changes 
made by data administrators  

• Listing of access rights to 
relevant data files, 
databases, or tables within a 
database 

• Evidence of appropriate 
access rights approval 

• Evidence of appropriate 
configuration of master 
database rules, including 
application program access 
rights  

• Security logs indicating who 
has accessed a given 
application or database 

• Evidence of the identification 
and transparency/approval of 
data changes on an 
exception basis (i.e., 
changes made through any 
means other than normal 
business processes and 
application programs that 
require certain levels of 
approval)  
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IT Control 
Type 

Risk(s) 
Addressed Control Description 

Information Used in 
Monitoring 

Limited 
Access to 
Production 

• Program 
Integrity 

• Data Integrity 
 

Access controls and operating 
system security configurations 
that restrict to a limited and 
defined group of personnel the 
access to operating system 
administration capabilities (i.e., 
restrictions to the ability to 
“push” program changes into 
the production environment). 

• Listing of access rights to 
relevant production program 
libraries, files, and related 
configuration information 

• Evidence of appropriate 
access rights approval  

• Security logs indicating who 
has accessed a given 
program 

Program 
Testing 

• Program 
Integrity 

 

Controls designed to ensure 
that application program 
changes are sufficiently tested 
prior to their introduction into a 
production environment 

• Documentation of proper 
testing of program changes, 
including those to 
configuration data. 

• Documentation of business 
unit or user approval of 
relevant changes 

Program 
Change 
Control 

• Program 
Integrity 

 

Access and approval controls 
that, collectively, ensure the 
visibility and approval of 
application program and/or 
configuration changes 

• Listing of program changes 
made, indicating source and 
approval 

• Documentation of 
appropriate testing and 
approval of program and 
configuration changes before 
they are moved into a 
production environment 

• Evidence of appropriate 
access rights approval 
enabling an individual to 
move programs to a 
production environment 

Job 
Scheduling & 
Management 

• Information 
Processing 

 

Access and approval controls 
over the scheduling and 
management of the “jobs” 
(meaning batch jobs and other 
operational processes 
originated within IT that are 
relevant to information 
processing or protection) that 
enable complete and accurate 
processing of data and 
information 

• Listing of access rights to 
relevant job scheduling and 
management tools 

• Evidence of appropriate 
access rights approval 

• Evidence that relevant and 
important “jobs” and other 
activities are completed as 
planned (including correcting 
and resubmitting failed 
“jobs”) 



64 | | | | | COSO Guidance on Monitoring        June 2008 

IT Control 
Type 

Risk(s) 
Addressed Control Description 

Information Used in 
Monitoring 

Data 
Redundancy 

• Data Integrity 
• Information 

Processing 
 

Technology and processing 
controls, including data 
mirroring and disk or tape 
backups, designed to ensure 
that data is not lost due to 
operational or processing 
failures 

• Reports from backup tools, 
confirming that all relevant 
data files and programs are 
backed up 

• Comparisons of mirrored 
data, showing equivalence 
thereof (usually performed 
automatically as part of the 
system’s mirroring process) 

• Results of periodic data 
recovery tests 

Implementation of IT Controls Monitoring 

6. IT controls typically are monitored through a combination of ongoing 
monitoring and separate evaluations. Many IT departments have specific 
processes in place that, as an output from those processes, can provide 
management with information about the effectiveness of certain controls. To the 
extent that those processes work effectively, management may be able to reduce or 
streamline the monitoring work performed through separate evaluations. Some of 
these processes provide “direct” information about control effectiveness; others 
provide only “indirect” information at a much higher level or on a composite 
(rather than specific-control) basis.  

Monitoring Procedure Information Type Controls Addressed 

Access Recertification Direct • Limited Access to Application 
Program Source Code 

• Application Security 
• Data Security & Change 

Control 
• Limited Access to Production 
• Job Scheduling & 

Management 

Description: 
Security access recertification is a process through which, at a given point in time, the existing access 
rights to an IT resource (e.g., an application program or an infrastructure component) are provided to 
the person responsible for that resource. The responsible party compares the existing access 
information to his or her expectations and identifies potential exceptions, which are investigated and 
addressed, as required.  
Because this process occurs outside the normal process for adding and changing user access rights, it 
can serve as a method of monitoring the effectiveness of the security administration process (whereby 
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Monitoring Procedure Information Type Controls Addressed 
user access rights are added, changed or removed). To qualify as an effective monitoring procedure, 
exceptions should be analyzed to determine why the security administration process allowed them to 
occur. 

Security Log Monitoring Indirect • Limited Access to Application 
Program Source Code 

• Application Security 
• Data Security & Change 

Control 
• Limited Access to Production 
• Job Scheduling & 

Management 

Description: 
A common control in any IT environment is the process of “signing on” to an IT resource using some 
combination of user ID and password or an equivalent. Many organizations log this activity to provide 
an audit trail of IT resource users. Because the logging process also records failures where either the 
user ID did not exist or the password is incorrect for a valid user ID, an analysis of access failures is a 
fairly common procedure that provides information to security management personnel about whether 
any unusual activity is occurring. For example, this type of analysis might identify impersonation 
attempts wherein someone with access to another person’s user ID tries to guess that person’s 
password. Such activity would be logged as the same user ID making multiple invalid password-access 
attempts. This analysis provides only indirect information about the effectiveness of the internal controls 
since the information that is being monitored represents an analysis of failures to gain access to 
information resources. 

Independent Quality Assurance or Peer 
Review Over Program Development 

Direct • Program Testing 
• Program Change Control 

Description: 
In many larger IT environments, an independent quality assurance function (or a peer review process) 
may review all proposed program changes prior to their movement into the production environment. In 
this process, the quality assurance team looks for evidence of testing and required approvals. In some 
cases, this function may also independently verify key aspects of the underlying process. 

Change Review Board Direct and Indirect • Program Testing 
• Program Change Control 

Description: 
Some organizations with frequent and potentially disruptive changes to the IT environment have 
implemented a “change review board” that provides oversight to the change process. Typically 
comprising cross-functional IT (and, possibly, business unit) managers — and less formal than the 
Independent Quality Assurance or Peer Review discussed above — a change review board determines 
whether all requirements were met (approvals, testing, communication, etc.) before the changes were 
approved for movement or production, then, collectively, reviews and approves all changes. Whether 
this activity provides direct or indirect information about the effectiveness of controls depends on the 
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Monitoring Procedure Information Type Controls Addressed 
nature of the information gathered and analyzed during the change review process. 

Post-Implementation Reviews of Program 
Changes 

Indirect • Program Testing 
• Program Change Control 

Description: 
Similar to the independent quality assurance processes discussed above, to the extent that an 
organization performs a post-implementation review of major program changes, the review process can 
provide indirect information about the effectiveness of its internal controls over the development 
process. The distinction here is that this activity typically is performed after a program has been placed 
into production and is being used in the business. The most effective post-implementation review 
processes include an evaluation of both the functionality and usefulness of the program and the 
effectiveness of the internal controls that are built into the application programs and business or 
accounting processes. 

Recovery Testing Direct • Data Redundancy 

Description: 
IT management may perform different levels of recovery-capability testing for different forms of 
disruption or disaster. To the extent that this testing involves the re-establishment of IT systems using 
either backup tapes or redundant/mirrored systems, it provides management with direct information 
regarding the effectiveness of the redundancy or backup controls. 

7. Many organizations use automated tools to monitor the continued 
effectiveness of certain IT-based controls. The general nature of tools is discussed 
in the Using Technology for Effective Monitoring section of Volume II. The 
examples below are specific to IT controls and generally fall into one of four main 
categories (see Figure 1). 

Monitoring Tools 
Figure 1 
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Tools that Evaluate System Conditions 

8. Many “controls” that are built into application programs and infrastructure 
resources are enabled by configuring specific parameters or defining a set of rules. 
This category of automated tools monitors the consistency of those controls by 
examining the parameters or rules at a given point in time, then comparing the 
resulting data to baseline data, a prior analysis, or both to determine their 
consistency with the organization’s internal control requirements. Often these 
tools are used to monitor controls in the following ways: 

• Comparing system parameters to pre-established requirements — Certain 
security controls and policies are enabled through parameter settings in the 
base operating system, a database environment, or the configuration of an 
application program. For example, controls such as the length and 
complexity of passwords and the frequency with which they must be 
changed are enabled by security parameters. Tools can be used to scan 
these settings and compare them to the resources’ internal security policies 
and internal control requirements. 

• Comparing system results to pre-established tolerance levels — Certain 
controls within application programs depend on the base configuration of 
the application. These configuration options can affect transaction 
processing (billings, payments, etc.) and/or the integrity of the application 
environment (security parameters, change control, etc.). For example, 
whether an inventory system uses LIFO or FIFO is dependent on the 
parameters that define the application configuration. Similarly, the 
tolerance levels for matching processes (e.g., vendor invoice quantities to 
a receiving report) are dependent on application configuration. Tools can 
provide for periodic or continuous visibility of system configuration 
settings for identifying and evaluating out-of-tolerance settings. 

• Evaluating system access rights for possible segregation-of-duties 
issues — Within ERP systems, the ability to limit access rights and 
segregate incompatible duties is enabled by application security rules that 
are based on an organization’s definition of roles and the access rights 
associated with those roles. For example, incompatible duties within or 
between application programs are identified by comparing existing user 
access rights to a baseline set of incompatible rights either within a single 
application or across multiple applications. Tools enhance 
the effectiveness and efficiency of this potentially complex, time-
consuming task.  

• Evaluating propriety of administrator rights access — In any technology 
environment, “administrator rights” must be assigned to those responsible 
for administering the resource(s). Since someone with administrator rights 



68 | | | | | COSO Guidance on Monitoring        June 2008 

to a resource can perform any function with respect to that resource, most 
organizations limit these rights to a small group of personnel. Tools can 
provide management with the information it needs to monitor the 
assignment of administrator access rights. 

9. Tools that monitor information system conditions increase the speed and 
effectiveness of monitoring, allowing it to be performed on a more frequent basis. 
Such tools may operate periodically (often described as “scanning based”), or they 
can operate continuously as an integrated component of software or hardware 
(often described as “agent based”). The decision as to which approach is correct is 
driven by many factors, including the: 

• Importance of the control,  

• Prioritization of the risk it is designed to mitigate, and 

• Effort and/or cost associated with using the tool. 

Tools that Identify Changes in Systems 

10. Tools that identify changes are an extension of those that focus on conditions. 
The basic difference is that change-identification tools are designed specifically to 
identify and report changes to critical programs, infrastructure resources, 
databases, or data so that someone can verify the appropriateness and 
authorization of those changes. They usually operate continuously to identify 
relevant changes or, much like tools that focus on business transactions, they 
analyze log information created by different IT resources, thus highlighting 
relevant change-related activity that may be significant. 

11.  Where controlling change is important, organizations typically employ a 
form of “change control” that includes both a preventive control (e.g., limits to 
specific personnel the ability to make changes) and a detective control (e.g., all 
changes are recorded, reviewed, and approved by someone who is independent of 
those making the changes). Thus, the following considerations should be taken 
into account: 

• Not all IT resources are capable of recording changes; 

• In large IT environments, individual resource components may be so 
numerous that analyzing them on a detective basis would 
be overwhelming; 

• The effects on system performance of some resources’ built-in logging 
capabilities may be unacceptable; and 

• The built-in logging features of some systems are easily disabled, making 
them unsuitable for use in higher-risk areas.  
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12. Tools in this category can be used as part of a control activity, part of 
monitoring activities, or both. For example, if an evaluator uses the information 
from a tool to identify a change for the purpose of independently verifying that the 
change was approved, it is likely a monitoring activity. In contrast, if a user 
employs that same information to investigate and seek approval for the change, it 
is likely being used as a control activity. If both users and evaluators use the 
information, the tool serves dual purposes. Specifically, tools in this category can: 

• Identify changes that have been made to application programs, database 
structures or data, and security rights and permissions. These tools can 
provide visibility to change-related activity so that the activity can be 
validated independently, thus establishing whether the underlying change-
control process works as designed.  

• Alert appropriate personnel when certain types of “mission-critical” 
changes are being made, ensuring transparency throughout the 
organization and timely action, as necessary. For example, the tools may 
identify when someone with “administrator” rights makes particular 
changes or performs certain actions, thus facilitating an independent 
review of the activity.  

• Evaluate whether all planned changes were made consistently and 
completely. For example, in a certain distributed, integrated, and high-
volume transaction system, application program consistency between 
locations can be part of the controls over the system as a whole. Such 
consistency may depend on all remote locations’ running an identical 
version of the application program. 

Tools that Evaluate Processing Integrity 

13. These automated tools are designed to verify and monitor the completeness 
and accuracy of the various steps that might occur in high-volume and complex 
application program process streams. For example, multi-site retailers with 
distributed point-of-sale (POS) systems at stores often employ daily — or even 
more frequent — processes for transmitting POS data from each store to a central 
processing environment. Usually, these tools balance and control data as it 
progresses through processes and systems. Tools in this category can perform 
activities such as:  

• Independently verifying the format and content of data to be processed, 
avoiding the processing of bad data; 

• Reconciling financial totals and/or transaction/record counts from one file 
or database to another file or database within the same (or between 
different) application and operating systems (for example, these tools 
might be used to ensure the completeness and accuracy of data from 
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source systems to the general ledger and from the general ledger to data 
warehouses); and 

• Confirming data file, record, and field accuracy as data is aggregated or 
disaggregated and as it moves across systems and processes.  

Tools that Facilitate Error Management 

14. Most application programs that interface with other systems are designed 
with logic that detects transactions that do not meet defined criteria. When such 
transactions are detected, they often are captured in a suspense area and are 
investigated and corrected before transaction processing can be completed. For 
example: 

• An automotive parts supplier may receive a technically valid electronic 
data interface message describing an authorized shipping schedule; 
however, the message may have an invalid order identification that 
requires investigation and correction before being processed further; 

• A telecommunications provider may receive message information from its 
telephone switching systems regarding customer phone usage, but the 
customer may not yet have been added to the billing system so that those 
messages could be rated and billed; or  

• A bank may receive properly directed deposit or checking activity, but the 
customer account number may be invalid.  

15. Although these types of systems operate as control activities, monitoring the 
volume and resolving the activity in these suspense areas substantiate the effective 
operation of controls over related error resolution. In addition, these tools typically 
document error resolution, providing an audit trail that provides evidence of 
control operation.  

Assessing and Reporting Results 

16. Reporting the results from monitoring controls that address IT risks is the 
same as for other controls. However, assessing the impact of identified 
deficiencies can be complicated by the fact that, while many of the IT controls can 
be pervasive, compensating controls that mitigate deficiencies may also exist in 
business and accounting processes. Accordingly, effective communication 
between IT and accounting and financial reporting is essential to efficient and 
effective assessment of the results of the monitoring process. 

17. Some organizations also have IT “problem management” processes. Problem 
management differs from, but is related to, incident management. The purpose of 
incident management is to return IT applications and services to normal levels as 
soon as possible and with the least possible business impact. The principal 
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purpose of problem management is to find and resolve the root cause of a 
problem, thereby reducing future incidents. 

Summary and Observations 

18. Nearly every organization has information technology risks that are 
meaningful to organizational objectives. However, those risks may be prioritized 
differently across different systems and organizations. The risk factors discussed 
above are intended to help organizations customize their IT risk 
prioritization efforts. 

19. Once risks are prioritized, organizations can focus monitoring efforts on the 
controls that are most important in managing or mitigating those risks — noting 
that the controls may reside outside of the IT environment (e.g., the CEO’s manual 
check-signing or other manual controls that, on a timely basis, confirm the validity 
of information processing). 



72 | | | | | COSO Guidance on Monitoring        June 2008 

Appendices 

The following appendices include excerpts from actual company documents that 
relate to one or more of the examples presented in this Application Techniques 
volume. Organization names have been removed and other potentially identifying 
features, such as department names and report titles, have been altered to preserve 
the privacy of these organizations. 
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ABC Company COSO Usage Document 

Related to Example 1 

Notes about the material 

This document contains excerpts from a longer, 30-page document prepared by a 
large professional services organization (ABC Company). The organization 
updates the document annually and uses it to facilitate and communicate 
responsibilities and expectations about how the organization achieves the 
principles contained in the COSO Framework. The excerpts included here are 
related specifically to how the organization addresses the risk assessment and 
monitoring components of internal control. 

Table of Contents 

Overview 2 
ABC Company’s Implementation of the COSO Framework 2 

Risk Assessment 3 
Risk Assessment & Risk Management Activities 4 

Monitoring 13 
Monitoring Activities 14 
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Overview 

Implementation of the COSO Framework 

1. ABC Company has selected the Committee of Sponsoring Organizations 
(COSO) framework as the guiding framework for internal controls over financial 
reporting. In relation to the Financial Reporting section of the framework, the 
framework’s general objectives and guidelines have been mapped to ABC 
Company’s processes and activities; thus execution of the objectives in the 
framework should occur naturally as part of ABC Company’s normal activities. 

2. The COSO framework includes a number of specific activities that support 
and reinforce each other. As a set of general principles: 

• Control Environment activities set the “tone from the top”, are widely 
spread and set the appropriate tone for the organization. These 
activities are generally monitored and/or tested on an annual basis to 
demonstrate good enterprise-wide 
awareness and compliance. 

• Widely spread control activities that are 
related directly to financial integrity 
and/or fraud prevention are noted as part 
of the Control Activities and are tested 
on a regular basis. 

• Closely held activities which do not 
require the same level of widespread 
execution are listed in Monitoring, Risk 
Assessment or Information & Communication. Some of these activities are 
included in the control activities (and, thus, are widely tested), but the 
majority of them are simply outlined and confirmed as executed on an 
annual basis. 

3. Each section of the COSO framework is summarized, and the key ABC 
Company activities are outlined after the COSO framework summary.7 

                                                 
7 To conserve space, and to remain focused on the monitoring component, only the Risk 
Assessment and Monitoring sections of ABC Company’s COSO Usage Document are included 
in this appendix. Risk Assessment is included due to its direct effect on ABC Company’s 
monitoring. 
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Risk Assessment 

4. In the COSO definition, Risk Assessment recognizes that for an entity to 
exercise effective controls, it must establish objectives and understand the risks it 
faces in achieving those objectives. Management should understand the 
implications of relevant risks that might hinder progress toward its objectives, and 
then management should provide a basis for managing those risks. 

5. At the summary level, the COSO framework outlines several areas of focus 
that should be considered in order to establish an effective Risk 
Assessment process. 

Area of Focus ABC Company Expectations 

Entity-Wide Objectives • Broad statements of what an entity desires to achieve, supported by 
strategic plans. 

• Effective Communication of those objectives (to board and employees). 
• Consistency of Strategy and Objectives. 
• Consistency of business plans & budgets with entity wide objectives, 

strategic plans, and current conditions. 

Activity (Unit) Level 
Objectives 

• Activity (unit) level objectives should link to entity-wide objectives and 
strategic plans. 

• Activity level objectives should be consistent and complementary. 
• Objectives are established for each significant business process area 

(where relevant). 
• Adequate resources exist to achieve objectives. 
• Prioritization of objectives to ensure achievement of entity objectives. 
• Involvement in all levels of management in objective setting, to ensure 

commitment to objectives. 

Risks • Consideration of external and internal factors that could impact 
achievement of objectives (with risk analysis, to provide management a 
basis for managing the risks). 

• Adequate mechanisms to identify risks externally and internally. 
• Identification of risks for each activity (unit) objective(s). 
• Thoroughness and relevance of the risk analysis process (formality of the 

process, involvement of Sr. Management, etc.). 
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Area of Focus ABC Company Expectations 

Managing Change • Mechanisms must exist to identify and react to routine events or activities 
that could effect achievement of objectives. 

• Mechanisms to identify dramatic or pervasive shifts — such as programs 
to identify customer demographic or paradigm shifts, workforce skill shifts, 
etc. 

• Introduction of new personnel is appropriately managed to introduce them 
to the organization’s culture & ensure awareness of their controls. 

• New Information Systems are adequately assessed for impact, to ensure 
controls are adequate, to ensure system was appropriately developed, and 
properly implemented (processes designed, employees trained, etc.). 

• Rapid growth is managed via supporting systems capability growth; 
supporting workforce additions as needed to support the growth (ex: 
accounting staff), budgets are revised appropriately, and interdepartmental 
issues caused by plan revisions are addressed. 

• New Technology developments are monitored (information is gathered; 
competitors use is considered, mechanisms exist to introduce new 
technology into the organization). 

• New Products are reasonably forecast; IT and staffing is sufficient; early 
results are tracked; impact on other company products is evaluated; 
overhead is evaluated to reflect product contribution accurately. 

• Restructuring or Downsizing is planned in such a way that reductions are 
analyzed for impact on operations, terminated employees control 
responsibilities are reassigned, impact on morale is considered, and 
safeguards exist to protect against disgruntled employees. 

• Foreign Operations are evaluated regularly; management is aware of 
political, regulatory, etc. issues; personnel are aware of accepted customs 
and rules; procedures exist in case communications are interrupted. 

Risk Assessment & Risk Management Activities 

6. While utilizing other frameworks to manage overall risk, ABC Company 
includes a set of activities that align with the first three areas of focus; occurring at 
the company-wide (or entity) level, the deployed entity level, and the project level. 
Change management activities are summarized at the end of the section. 

Entity & Unit Level Objective Setting 

7. Entity and activity objectives are established and communicated through the 
planning process: 

• The planning process is anchored by a 5 year strategic plan, which is 
updated annually. The 5 year plan encapsulates our strategic intent in a 
series of strategies with respect to type of work mix (revenue growth by 
service group), target margin structures by service group, workforce 
evolution to support target work mix, SG&A targets, SE pyramids 
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headcount, and units and financial strategy (sources and uses of cash, 
equity programs). 

• The five-year plan is then used as a key input into the next fiscal year 
annual plan (along with current operating data), which drives the entities 
key financial objectives into each organizational unit (P&L and cost 
center). The annual plan is an integrated plan; all major entities are 
included and plan results aligned to overall entity results. 

• Each entity then completes a detailed plan, with consideration of a variety 
of factors (market conditions, etc.), and the opportunity to adjust the top 
level plan as detailed plans are completed. Plans are completed at the 
lowest P&L or significant cost center level, and approved by the leader of 
that unit, and reviewed by management as needed. 

• During the fiscal year, each organizational unit completes a quarterly 
forecast. Once completed, the plan is updated on a quarterly basis through 
the quarterly forecasting process; adjustments in operations (such as 
reductions or increases in hiring, etc.) are identified and communicated as 
required to achieve the plan across entities. Each entity is then responsible 
for operationalizing specific changes (such as cost reductions, etc.) 
required to achieve the corporate objectives. The forecasting process also 
provides opportunities to request additional funding and modify budgets as 
appropriate (based on reviews). 

• Achievement of objectives is monitored through a variety of reporting 
packages; a common core set of reports are produced by SAP with a 
common core set of metrics. Metrics vary logically between P&L and cost 
center units.  

8. Once completed, a summary of the plan is communicated in a variety of 
ways, including (but not limited or exclusive to):  

• The Board of Directors reviews and approves a summary of the 
financial plan. 

• Senior Executives are given a copy of the ABC Company Business Plan, 
which includes an overview of the company’s financial and operational 
priorities for the year. 

• Most personnel have the opportunity to attend communication events to 
learn about the organization’s focus. These generally occur via webcast, or 
possibly via community meetings. (Exceptions relate to technology access 
and some specific business situations) 
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9. In addition to the planning process outlined above, a number of detailed (but 
relevant) activities occur to monitor risks and drive strategic objectives through 
the organization. Specifically: 

• The ABC Company Growth & Strategy team completes a number of 
strategic assessments which address various strategic and operational 
issues (for example, analysis of margin results) or external issues. The 
efforts of the Growth & Strategy team are under the direction of the 
Executive Leadership team, reporting directly to the Chief Strategy and 
Corporate Development Officer (by role, title may vary), to ensure 
appropriate visibility to the “road signs” of change. 

• On a periodic basis, as determined primarily by the Chief Executive 
Officer, ABC Company may undertake a large-scale, comprehensive 
review of our strategy which would include an examination of internal 
(e.g., ABC Company recent performance) and external (e.g., competitive 
environment, market trends) which inform the refinement of our strategy. 
This process also includes an analysis of various risks including market 
and competitors.  

• ABC Company maintains an Office of Government Relations team and 
Global Asset Protection team that monitor political trends. As with the 
Growth & Strategy team, specific issues are identified and acted upon 
based on the political risk to the organization. Briefings are provided to 
ABC Company leadership on an as needed basis. 

• ABC Company completes an annual risk assessment, which is a cross 
functional, external and internal risk assessment. A number of different 
risk areas are evaluated (for impact and increasing/decreasing risk), and 
Senior Management uses this data as an input into the planning process. 
The process reports to the Chief Risk Officer, and is driven by Internal 
Audit; results are shared with senior leadership. 

• ABC Company’s Office of the CEO maintains an organization Operating 
Model that establishes how the company operates, how the company is 
organized and how the various entities and roles in the organization work 
together to provide effective and efficient customer service. This 
document is updated throughout the annual cycle to reflect any changes in 
the organization and serves as one of many management tools to execute 
the strategic plan and objectives that are developed. 

• Programs are created to address specific risks, or drive specific objectives 
across units. Program execution is monitored by the Growth & Strategy 
team, reporting to the COO. 
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• Regular Management meetings occur at all levels to monitor risks, address 
issues and prioritize activities and objectives, and to monitor progress in 
achieving objectives (P&L level, Cost Center level, Corporate Level). 

• Specific activities occur in each node to monitor specific risks. As an 
example, HR monitors attrition; CIO monitors application backup 
activities. Specific to IT, strategic technology trends are considered on a 
regular basis as a part of the IT Strategy; this is outlined in more detail in 
the IT Body of Evidence document. 

• Benchmarking of major functional areas (Cost of Finance, Cost of CIO, 
HR service at a macro level, etc.) occurs to ensure competitive and 
reasonable results across the organization. 

Contract Level Risk Assessment and Management Activities 

10. The heart of ABC Company’s business is contracts. Accordingly, a set of 
Risk Assessment and Management activities exist to ensure that contract risks are 
appropriately identified, considered, and managed: 

• Each P&L unit considers the appropriate customers to pursue as a part of 
their annual planning exercise (including the consideration of risk to the 
unit and to ABC Company), resulting in a target set of customers. 
Although the target set of customers is not exclusive, the majority of Sales 
& Marketing efforts are directed at these customers. 

• All contracts go through an approval process at a variety of levels in the 
Operating Group, which considers the risk inherent in the contract (and 
balances the return on the contract with the risk) 

• All large and complex contracts meeting a specific set of criteria go 
through a special approval process via the Capital Committee, which is 
chaired by the Chief Risk Officer. This process ensures that senior 
leadership has the opportunity to consider the risks on these large 
contracts. The Capital Committee’s process includes reviews by a number 
of subject matter experts (Legal, etc.) and an explicit, standardized risk 
management assessment. 

• In accordance with the Quality Assurance (QA) process, a QA review is 
required for all opportunities during the selling phase prior to submission 
to the customer for all new opportunities. The frequency and timing of 
opportunity QA reviews vary based on the size and risk of the 
opportunity — larger/riskier opportunities are subject to more frequent QA 
reviews. QA reviews are required for all contracts during the delivery 
phase. The frequency and timing of delivery QA reviews are to be aligned 
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with key project milestones; however, the highest risk projects must have 
QA reviews at least quarterly. 

• ABC Company methods are employed to reduce risk by providing 
contracts with a standard methodology to follow in executing the contract. 
Methods are updated on a regular basis to recognize changing market 
dynamics and new research. 

• Customer satisfaction is monitored on an ongoing basis, via web-based 
surveys. This allows customers an independent method of raising issues 
across the work being performed for a customer. Across customers, ABC 
Company management monitors results for market trends and issues. 

Corporate Contract Risk Monitoring  

11. At the corporate level, a number of activities occur to monitor risk: 

• High Risk contracts are monitored for risks that would harm the entity. 
Contracts with a specific risk profile are identified and escalated through 
the “High Impact” reporting process. As contracts’ risk profile increases, 
management attention escalates, to ensure the appropriate amount of 
monitoring & intervention is occurring. 

Other Risk Monitoring Activities  

12. A variety of other activities occur to monitor risk; the most notable of these 
include crisis monitoring & response: 

• ABC Company's Global Asset Protection Team monitors news and 
security sources for geopolitical issues or natural disasters that impact our 
operations worldwide. As situations warrant, the team contacts or is 
contacted by local management. The team has an escalation path to a 
corporate Situation Management Committee, which includes appropriate 
(based on situation) senior leadership.  

Risk Monitoring Summary 

13. At the summary level, the following chart illustrates how ABC Company’s 
activities support the Risk Assessment area of the COSO framework. This is an 
illustrative chart only; the detail above is intended to represent the 
actual activities. 
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Activity Responsible 
Entity 

Objectives 

Activity 
(Unit) 

Objectives Risks 

Annual Risk Assessment Chief Risk Officer    

5 year Strategic Plan, updated 
min 1x per year 

Chief Strategy and Corporate 
Development Officer    

Annual Plan, driven to 
P&L/Cost Center Level 

Finance Operations    

Quarterly Forecast, tied to 
corporate objectives 

Finance Operations    

Customers are targeted, 
including assessment of 
aggregate risk 

Operating Group COO 
   

Contracts are reviewed and 
approved, including risk 
assessment  

Operating Group 
   

Large & Complex Contracts 
meeting guidelines go through 
a separate review process via 
Capital Committee  

Capital Committee 

   

Contracts go through quality 
reviews 

Chief Risk Officer/ OG COO    

Customer Satisfaction is 
monitored on a regular basis 

Chief Risk Officer/ OG COO    

Key customer financial 
situation is monitored  

CFO    

High Risk Contracts with 
potential issues are monitored 
by various levels of Senior 
Management 

Chief Risk Officer 

   

Geo Political Monitoring Growth & Strategy, Office of 
Gov’t Relations; Asset 
Protection 

   

Periodic ethics and compliance 
risk assessment 

Compliance Officer    

ABC Company Change Management Activities 

14. The COSO framework notes that effective change management is an 
important part of risk assessment, and ABC Company completes a number of 
different activities to monitor and address events that could disrupt operations. 
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Management of these change events — at the ABC Company or entity level — is 
distributed across a number of different groups, as outlined below. 

COSO Change 
Management Area Responsible ABC Company Activity 

Office of Gov’t 
Relations, Growth 
& Strategy; 
Internal Audit; 
Global Asset 
Protection 

• Externally, as noted above, risk assessment 
activities include monitoring of key external trends 
and monitoring of political risks that could disrupt 
the entity. 

Growth & Strategy • Internally, the Growth & Strategy team provides a 
tracking for major internal programs (combined with 
selected external trends) to provide Sr. 
management with ability to influence major changes 
in the organization. 

Anticipation of Internal & 
External events that 
could impact ABC 
Company 

Business 
Architecture 

• In addition, Business Architecture/Operational 
Programs tracks major internal operational 
programs outside of the strategic programs tracked 
by Growth and Strategy. 

Growth & Strategy 
Internal Audit 

• As noted earlier, Growth & Strategy & Internal 
Audits both assess external trends that would 
create risk for the entity (such as declining margins, 
etc.). 

Legal • Legal monitors selected elements of the regulatory 
environment for changes that would create risk for 
the entity, and provides updates to management on 
key trends. 

Growth & 
Strategy; HR 

• External labor market trends are monitored 
primarily by HR with some work by G&S; internal 
employee trends are monitored via Global 
Employee Surveys. Employee engagement is 
explicitly included and monitored as a part of 
corporate metrics. 

Changed Operating 
Environment — Changes 
in the operating 
environment that could 
impact ABC Company 

Operating 
Groups/Growth 
Platforms 

• OG Resource planning process considers inputs 
from a variety of sources to balance resource 
needs and regularly (quarterly) revise the staffing & 
recruiting needs as a part of the quarterly 
forecasting process. 
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COSO Change 
Management Area Responsible ABC Company Activity 

HR/Ethics and 
Compliance Office 

• New personnel go through an orientation process 
that touches on key aspects of ABC Company’s 
culture, including the Code of Business Ethics and 
related policies, and as appropriate, execute 
training on Internal Controls over Finance Reporting 
as well as operational controls related to other 
processes, if relevant. Also includes specific 
Corporate Required Training based on level and 
function. 

HR • Control responsibilities (macro level) have been 
added when relevant to position responsibilities to 
ensure the responsibilities are kept independent 
from the incumbent and remain intact as people 
change jobs. 

New Personnel —
 Certainty that personnel 
are aware of ethical 
standards; controls 
continue to execute 

Business Leads • Business Leads and Local Control Leads are 
responsible for communicating and monitoring 
assignment of controls to ensure execution 
responsibilities are clear. 

New Information 
Systems consider 
controls; are properly 
developed, and the 
impact on the 
organization when the go 
live is assessed 

CIO • IT controls include controls related to the System 
Development Lifecycle, including the appropriate 
development, testing, and installation controls. 

• System development projects include a 
communication or change management aspect 
(unless approved to exclude, or impact is nominal 
on organization). For major changes, this will 
generally include communication, training, process 
change. 

• System development for large financial system 
projects is monitored via Steering Committees, 
Quality Assessments, and via CIO development 
controls, to ensure key activities are executed. 

• For key financial systems, consideration of control 
impacts are explicitly considered. 

Growth & 
Strategy; Global 
Business 
Operations; HR 

• Internal budgets & non-financial targets are set in 
consideration of ABC Company’s strategy; 
monitoring considers low resources as well as 
excess resources. 

Finance 
Operations 

• As noted earlier, Budgets are revised quarterly & 
growth can be accommodated based on business 
need. 

Rapid Growth is 
monitored & budgets 
revised accordingly 

CIO • CIO spend is guided via an IT Steering Committee 
that considers growth, and ABC Company’s 
strategy in assigning budgets & resources. 
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COSO Change 
Management Area Responsible ABC Company Activity 

New Technology is 
monitored to assess 
impact on organization 

CIO • CIO strategy (updated periodically) considers 
external developments; the strategy considers new 
developments in technology. 

Operating Groups, 
Growth Platforms 

• New service lines (service offerings) are monitored 
for financial & market success. 

• New skill needs are monitored & communicated to 
Recruiting (for external acquisition) & Training (via 
internal capability building plans). 

• Impacts of new services lines & new skills are 
monitored via standard reporting (for example, 
expansion into outsourcing included assessment of 
impacts on consulting service fees). 

Finance 
Operations 

• Overhead allocations (& other related financial 
reporting mechanisms) are adjusted annually to 
consider new product lines, other changes. 

New Products or 
Acquisitions are 
monitored for impact 

P&L Entities, HR, 
Global 
Controllership, 
etc. 

• Acquisitions are reviewed and monitored by a 
variety of teams — Financial performance is 
monitored by the P&L entity to which the acquisition 
reports; HR reviews the compensation & benefit 
plan of the acquisition, Global Controllership 
monitors financial reporting, etc. Acquisitions go 
thru a through a due diligence process, which 
includes legal, compliance, ethics, and business 
reviews. 

Global Business 
Operations Legal, 
HR 

• Macro level staff reduction areas are reviewed by 
HR leadership to ensure planned service reductions 
do not adversely impact operations and are in 
compliance with local laws. 

Business Leads • Business Leads and local control leads remain 
responsible for assigning controls responsibilities to 
new personnel in the event of restructuring. 

Unit leadership • Morale is monitored via the Global Employee 
Surveys, with monitoring or improvement goals set 
by each entities leadership. 

Corporate Restructuring 
activities are managed to 
minimize disruption 

CIO, Facilities & 
Services 

• Once employees are removed, access (physical, 
logical) is quickly revoked. 

Managing 
Directors 

• Managing Directors are responsible for monitoring 
the local environment & raising issues. 

Global Operations are 
monitored to ensure 
changes are identified 

Legal • Local Legal personnel monitor local regulatory 
environments, raising issues to Legal leadership as 
needed. 
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COSO Change 
Management Area Responsible ABC Company Activity 

Global Asset 
Protection 

• At the corporate level, an ABC Company security 
team monitors trouble areas; maintaining 
evacuation plans and backup communication plans 
as needed. 

Various • Results in local operations are monitored by the 
appropriate P&L entity or cost center entity. 

Monitoring 

15. Monitoring is a continuous process that management uses to assess the 
quality of internal control performance over time. At the highest level, Monitoring 
encompasses normal monitoring activities, periodic evaluations or monitoring, and 
the reporting of deficiencies to the appropriate level of management and the board 
of directors. 

16. At the summary level, the COSO framework outlines several areas of focus 
that should be considered in order to ensure effective monitoring: 

Area of Focus ABC Company’s Expectations 

Ongoing Monitoring • Extent to which personnel, in performing their normal activities, obtain 
evidence that the system of internal controls is functioning — for example 
− Operating Management compares sales, production, etc. data obtained 

daily to system generated data 
− Data used to manage operations is reconciled with data generated by 

financial system 
− Operating Personnel sign off on the accuracy of their units’ financial 

statements & are held responsible if errors are discovered 
• Extent to which communications from external parties corroborate internally 

generated information 
− Customers corroborate billing data by paying on time 
− Communications from vendors are used as a monitoring technique 
− Controls that should have prevented or detected problems are assessed 

• Periodic comparison of amounts recording by the accounting system with 
Physical Assets 
− Inventory levels are checked when goods are taken for shipment; 

differences are corrected 
− Securities held in trust are counted periodically & compared to records 

• Extent to which training seminars, planning sessions and other meetings 
provide feedback to management 
− Relevant issues raised at seminars are captured 
− Employee suggestions are communicated upstream 
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Area of Focus ABC Company’s Expectations 

Ongoing Monitoring 
(continued) 

• Whether personnel are asked periodically to state whether they understand 
and comply with the code of conduct, or whether signatures are required to 
evidence performance of critical control functions 

• Responsiveness to internal & external auditor recommendations 
− Executives with appropriate authority decide which recommendations will 

be implemented 
− Desired actions are followed up to verify implementation 

• Effectiveness of internal audit activities; appropriate IA staffing, competence 
& experience; position within organization is appropriate; access to BOD or 
Audit Committee is appropriate; their scope is appropriate to the 
organization’s needs 

Periodic Monitoring/ 
Separate Evaluations 

• Scope and frequency of separate evaluations of the internal control system, 
including whether appropriate portions are evaluated; evaluations are 
conducted by individuals with appropriate skills; scope, depth and frequency 
are adequate 

• Appropriateness of the evaluation process, including whether the evaluator 
gains sufficient understanding of the activities; analysis is made vs. 
established criteria 

• Appropriateness of the methodology for evaluating whether the system is 
logical and appropriate, including standard methodology (such as checklists, 
tools); coordinated planning effort for the evaluation process; evaluation 
process is managed by an executive with appropriate authority 

• Appropriateness of level of documentation; are policy manuals, org charts, 
operating instructions, etc available; is the evaluation process documented? 

Reporting 
Deficiencies 

• Existence of a process for capturing & reporting identified deficiencies — from 
external sources & from ongoing monitoring or separate evaluations 

• Appropriateness of reporting protocols — are deficiencies reported to the 
person directly responsible for the activity, and to a person at least 1 level 
higher? 

• Specific types of deficiencies are reported to senior management and to the 
board 

• Appropriateness of follow-up activities. Is the underlying event corrected; are 
causes of problems investigated; is follow-up action taken to ensure 
corrective action? 

Monitoring Activities 

17. Monitoring stands as both an integrated set of activities and a standalone set 
of assessment activities. This provides both ongoing assurance of controls and a 
separate and distinct set of feedback to management on control operations.  
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Ongoing Monitoring — Financial 

• Operating Group Chief Executives sign off on the accuracy of their 
financial results.  

• Senior Executives are measured on GAAP compliance and internal 
controls compliance; this is a formal metric included in Senior Executive 
measures & influencing compensation & rewards. GAAP failures and 
internal controls failures negatively influence the Senior Executive 
evaluation. GAAP compliance information is provided by Corporate 
Controllership; Control execution information is provided by Internal 
Audit & the 404 Core team. 

• Control activities include a balance of transactional & monitoring controls 
throughout the organization. 

• Regular (quarterly) feedback on operation of critical controls is provided 
(independent of testing of those controls). 

• Internal Controls require appropriate evidence, including a number of 
approvals (usually electronic) on key activities. Management’s training & 
communication on this point is clear; evidence is required to be retained to 
prove execution & increase certainty of financial reporting. 

• Corporate Controllership monitors key GAAP pronouncements, and 
adjusts and communicates finance policies as required. 

Ongoing Monitoring — Internal & External Audit 

• External audit recommendations are assessed by the Chief Accounting 
Officer (CAO) and others as needed; implementation is tracked by 
Global Controllership. 

• Internal Audit reports to the Audit Committee, and administratively to the 
Chief Risk Officer, outside of the Finance organization. 

• The Internal Audit plan is approved by both senior management and the 
Audit Committee, with corresponding staffing to execute the plan. 

• Internal audit recommendations are reported to the CFO, CAO and others 
as appropriate; the management of each entity is required to respond with 
an action plan to IA points. The unit responsible for implementing the 
recommendations executes quarterly tracking through implementation. 
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Ongoing Monitoring - Operational 

• Forums exist to compare operating information to financial information —
 for example, the Executive Leadership Team meetings, and the 
Operations Council. 

• Performance monitoring (via the forecast, analysis of variances) occurs at 
each P&L or cost center node on a quarterly (minimum) basis. 

• Collection (Days Sales Outstanding) is relatively low, indicative of rapid 
customer payment and a low billing error rate (among other factors). 

Ongoing Monitoring — Compliance and Regulatory Matters 

• The Compliance and Regulatory Matters (C&RM) team monitors 
multiple aspects of operations within the company through methods 
such as: monitoring the Business Ethics Help Line, conducting multiple 
ethics and compliance surveys conducted on a periodic basis for 
longitudinal comparability. 

• Integrate with other teams, such as the Internal Audit team, to leverage 
their assets for additional specific monitoring requirements. 

Separate Control Activity Evaluations 

• Evaluation activities are planned for all quarters, though the scope of each 
quarter may differ. The design of our controls is evaluated every year, and 
every control activity goes through an assessment at least once in a year. 

• Evaluation activities are planned and monitored by the core team. 

• Control evaluation activities are executed by individuals who are not 
responsible for operating a control; they receive independent training on 
how to conduct their assessments. 

• Assessments are conducted using a standardized set of test plans, which 
may be modified to reflect local conditions. 

• Test plans are created to provide a substantive body of evidence that 
supports execution; sample size guidance ensures appropriate testing 
levels to provide management comfort of execution (with adjustment 
permissible by management). 

• Assessment results are reporting to the Business Lead and to the Internal 
Controls team via a portal, with test results documented in the portal. 

• Confirmation activities (or “roll forward” activities) are planned for the 
4th quarter. 
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• Internal Audit also evaluates controls as part of its standard audit activities 
for an entity. 

Reporting Deficiencies 

• Ongoing control failures identified locally are assessed for Significant 
Deficiency or Material Weakness potential using a set of guidelines 
reviewed by the Internal Controls Steering Committee and the Audit 
Committee (at the summary level). 

• Control failures (with no compensating controls) that have potential to 
create a significant deficiency or material weakness are elevated to the 
Chief Accounting Officer, CFO, General Counsel and the Disclosure 
committee, and summarized for the Audit Committee. 

• Control failures are tracked until confirmation is received that they 
have been resolved. The core team monitors failure resolution to 
ensure reasonableness. 
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Quarterly and Annual Management Representations 

Related to Example 38: 

Notes about the material 

Management of this international manufacturing company uses the following line-
management certification form to: 

• Communicate a tone from the top regarding management’s expectations 
about the quality of financial reporting 

• Establish ownership of meaningful financial reporting risks and related 
key controls throughout the organization 

• Routinely receive acknowledgement, through self-assessment by line 
managers, regarding the effective operation of key controls 

Table of Contents 

Background and Instructions 2 

Quarterly and Annual Management Representations 4 

Explanations 10 
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Background and Instructions 

1. The CEO and CFO are required to make an evaluation of disclosure controls 
and procedures in connection with the filing of Forms 10-Q and 10-K with the 
U.S. Securities and Exchange Commission. Responses contained in the attached 
questionnaire will be used in their evaluation of disclosure controls and 
procedures in connection with the following report: 

Form 10-Q for the quarterly period ended March 31, 20XX 

2. Please Note: your responses to this questionnaire are intended to support and 
provide reasonable assurance that certifications made by the CEO and CFO to the 
Securities and Exchange Commission, the Audit Committee and our shareholders 
are correct and accurate. Certain of these certifications, if incorrect, could result in 
severe penalties including criminal penalties. You should respond to this 
questionnaire as if you were making these certifications yourself and as if 
penalties could apply to you personally (in some cases they can). 

3. This questionnaire is an integral part of the evaluation process. You are 
primarily responsible for answering the following questions for the line of 
business and/or functional area(s) of the Company that you supervise. Answers 
should be based upon the knowledge that a reasonable person might conclude you 
should have as the manager of the area(s) that you supervise. Please note: if you 
are aware of a reportable item that does not fall within your functional area of 
responsibility, you should still report it. Do not assume that someone else has 
reported it on his or her questionnaire. 

4. Please review each question and respond by marking either Yes, No or N/A. 
Unless otherwise indicated, all questions require a response. Explanations should 
be provided for all “No” all “N/A” responses for which the reason is not obvious, 
except for questions B.8, G.16 and H.7, which require explanation if “Yes” or 
“N/A” answers are provided. The explanations are to be provided in the area 
beginning on page 9. Attach any information or documentation that you feel is 
appropriate and relevant to support your response(s).  

5. Many of the questions address materiality. For purposes of this questionnaire, 
unless otherwise indicated, use your judgment for what is considered material. A 
series of related transactions should be combined when determining materiality. 
Any transaction or event that might cause a violation of a loan covenant or which 
involves fraud should always be considered material regardless of the dollar 
amount. Any question that involves the override, suspension or effective operation 
of a control procedure should be considered material if it could be considered 
reasonably likely to result in a material affect now or in the future.  
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6. You should report any situation that has occurred since the end of the most 
recent year-end or quarter that was not reported on a previous questionnaire. 

7. Your responses to the questions contained in the attached questionnaire should 
relate directly to the plant site for which you are responsible. 

8. This quarterly and annual management representation, including the 
acknowledgment and signatures that follow, should be emailed to ____ by the 
following deadline: 

April XX, 20XX 

9. If you have questions regarding how to respond properly to particular 
questions contained in the questionnaire, you should direct them to the 
Corporate Controller. 

Acknowledgment and Signatures: 

10. We recognize that we hold important roles in the disclosure controls and 
procedures of the company, and that information we provide is used in the 
company’s quarterly and annual filings with the U.S. Securities and Exchange 
Commission. We confirm that the responses to the questions contained in this 
memorandum, as well as any additional notes or attachments, properly reflect 
our representations: 

Name: ________________________________ 
Title:  ________________________________ 
Date:  ________________________________ 
 
Name:  ________________________________ 
Title:  ________________________________ 
Date:  ________________________________ 
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Quarterly and Annual Management Representations 

 Yes No N/A 

A. Significant Accounting Policies — Revenue Recognition 

1. For all sales recognized during the period: 

a. Was there persuasive evidence that a sales arrangement existed 
between our customer and us prior to the end of the period?    

b. Had the products been delivered or had the services been rendered 
prior to the end of the period?    

c. Was our sales price fixed or determinable prior to the end of the 
period?    

d. Was collectibility from our customer reasonably assured prior to the 
end of the period?    

2. Were all significant sales transactions of a normal, recurring nature?    

3. Were the product mix, nature of customers, terms of sale, credit policies, 
and related items similar to those of prior periods?    

B. Significant Accounting Policies — Other Than Revenue Recognition 

1. Have interplant transactions been accounted for in designated general 
ledger accounts?    

2. Have the results of joint ventures in which the company does not have a 
controlling financial interest been included in the general ledger using the 
equity method of accounting? 

   

3. Have the general ledger accounts been translated (or remeasured) from 
local currency to the U.S. dollar at rates of exchange issued by 
Corporate Finance on a monthly basis? 

   

4. Have all expenditures related to new product development been charged 
to expense as incurred?    

5. Has the cost basis of inventories been determined on a first-in, first-out 
basis?    

6. Has property, plant, and equipment been capitalized and depreciated in 
accordance with companywide guidelines established by Corporate 
Finance? 

   

7. Were items not meeting the criteria for capitalization expensed?    
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 Yes No N/A 

8. Have there been any events or changes in circumstances that indicate 
the carrying amount of a long-lived asset may not be recoverable? 
Triggering events that you should consider include: 
− Significant decrease in the market price 
− A significant adverse change in legal factors or business climate 
− Accumulation of significant excess costs beyond original 

expectations for assets constructed or acquired 
− Continuing operating cash flow loss associated with the asset use 
− Expectation of sale/disposal significantly before the end of the 

established useful life 

   

C. Judgments and Estimates — Allowances for Doubtful Accounts 

1. Have accounts receivable balances that are more than 60 days past due 
been reviewed at or near the end of the period for purposes of forming 
judgments as to the likelihood of collectibility? 

   

2. Has trend information been reviewed within the last 12 months to 
determine whether a normal and predictable pattern of accounts 
receivable write-offs exists? 

   

3. Has an allowance for doubtful accounts been established in an amount equal to the sum of: 

a. The amount of specifically identified accounts receivable balances 
whose collectibility is doubtful; and    

b. The best estimate of the remaining accounts receivable balances 
whose collectibility is doubtful?    

4. Have you considered whether any factors have occurred since trend 
information was last reviewed that would influence the “best estimate” 
referred to in question C.3.b? 

   

5. Have provisions and write-offs that are related to credit issues been 
charged to bad debt expense?    

6. Have provisions and write-offs that are related to pricing (such as for 
rebates or volume discounts) or other matters of disputes settled in the 
customer’s favor been charged as a reduction to sales? 

   

D. Judgments and Estimates — Reserves for Inventories 

1. Have reserves been established to reduce the carrying value of 
inventories to its net realizable value whenever the quantity on hand 
exceeds expected demand? 

   

2. In establishing the reserves referred to in question D.1, have inventory 
usage reports (such as “two years no usage”) been reviewed in the most 
recent fiscal quarter (or more frequently)? 
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 Yes No N/A 

3. Have reserves been established to reduce similar types of inventory to 
its net realizable value, regardless of demand, whenever the aggregate 
carrying value is more than the aggregate market value of that 
inventory? 

   

4. Have you considered whether there have been any decreases in the 
market value of inventory that would trigger an evaluation of the need for 
the reserve referred to in question D.3? 

   

E. Judgments and Estimates — Warranty Accruals 

1. Have warranty accruals been established for specifically identified 
warranty issues that are probable to result in future cost?    

2. Do the specific warranty accruals referred to in question E.1 reflect the 
best estimate of the future costs?    

3. Have the specific warranty accruals referred to in question E.1 been 
reviewed at or near the end of the period?    

4. Has a warranty accrual been established on a non-specific basis for 
estimated remaining future costs that will be incurred on product that was 
sold through the end of the period? 

   

5. In establishing the non-specific warranty accrual referred to in question 
E.4, was trend information reviewed in the most recent fiscal quarter (or 
more frequently)? 

   

6. In establishing the non-specific warranty accrual referred to in question 
E.4, have extended warranty obligations been given special 
consideration? 

   

7. Has care been taken not to over-provide for warranty costs by 
inadvertently doubling up on accruals in both the specific and non-
specific portions of the warranty accrual? 

   

F. Judgments and Estimates — Accruals for Loss Contingencies 

1. Have all loss contingencies been accrued for when a future loss is 
probable and the amount can be reasonably estimated? (A “loss 
contingency” is an existing condition, situation, or set of circumstances 
involving uncertainty as to a possible loss to the company that will 
ultimately be resolved when one or more future events occur or fail to 
occur.) 

   

2. Have all accruals for loss contingencies been reviewed at or near the 
end of the period?    

3. Have all known loss contingencies been communicated to Mark 
Hartman, the Corporate Controller?    
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 Yes No N/A 

G. Internal Accounting Control Systems 

1. Have basic internal accounting controls been established and 
maintained, giving careful thought to segregation of duties, to ensure the 
validity, accuracy, and completeness of recorded transactions? 

   

2. Have appropriate cut-off procedures been established and maintained to 
ensure proper recognition of revenues and expenses in appropriate fiscal 
quarters, and to properly reflect assets, liabilities, and equity at the end 
of each fiscal quarter? 

   

3. Has detailed information been reconciled to the general ledger control accounts on a monthly 
basis for: 

a. Cash?    

b. Accounts receivable?    

c. Inventories?    

d. Accounts payable?    

e. All other accounts with significant activity?    

4. For accounts that do not have significant activity: 

a. Was there a clear understanding of the details of the account 
balances at the end of each fiscal quarter?    

b. Was the detailed information for such accounts reconciled to the 
general ledger control accounts on a periodic basis (at least 
annually)? 

   

5. Have interplant accounts been reconciled on a monthly basis?    

6. Have reconciliations of cash balances on bank statements to our internal 
accounting records been performed on a timely basis after receiving 
those statements? 

   

7. For all reconciliations, were all reconciling items investigated in a timely 
manner and of the type and amount that would be considered normal 
and recurring? 

   

8. Have internal financial records been reviewed analytically by financial 
management as a means to highlight potential failures of basic 
accounting controls that may need to be investigated and resolved? 

   

9. Are managers of the company provided with financial reports that: 

a. Enable them to monitor performance?    

b. Provide them the ability to form judgments about the validity, 
accuracy, and completeness of reported amounts?    

10. Have controls been established and maintained to ensure that assets 
and the accounting records are adequately safeguarded to prevent loss 
or theft? 
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 Yes No N/A 

11. Have approval and responsibility levels been established for all business 
transactions to ensure that transactions are executed in accordance with 
management’s authorizations? 

   

12. Are the approval levels referred to in question G.11 at least as restrictive 
as necessary to meet corporate requirements?    

13. Has corrective action been taken to address all known instances of 
noncompliance with internal accounting control procedures, whether 
intentional or unintentional? 

   

14. Have all recommendations for changes in internal accounting control 
procedures resulting from corporate internal audit or Management’s 
Assessment of Internal Control Over Financial Reporting activities been 
implemented in accordance with established timelines? 

   

15. Have all recommendations for changes in internal accounting control 
procedures that resulted from external audit activities been 
implemented or, if not, has an implementation plan been discussed and 
agreed to with the Company’s Director, Internal Audit? 

   

16. Have there been any significant changes to the system of internal 
accounting controls?    

17. If the answer to question G.16 is “Yes,” have the significant changes to 
the system of internal accounting controls been discussed with and 
agreed to by the Company’s Corporate Controller? 

   

H. Other Representations 

1. Have all leases been reviewed to ensure they are operating leases 
rather than capital leases?    

2. Are all procedures associated with accounts payable and accrued 
expenses consistent with the procedures used for previous quarters?    

3. Are the methods used to allocate expenses between and among 
quarterly periods (on the basis of revenue, benefits, time or activity 
association) consistent with the methods used for previous quarters? 

   

4. Are expense classifications consistent with prior year-end 
classifications?    

5. Has complete and accurate information been provided to Corporate 
Finance when requested?    

6. Have all financial records and related data been made available to our 
independent registered public accounting firm?    

7. Based on your knowledge, are you aware of any of the following: 

a. Weakness in internal control that could lead to material losses or 
reporting errors?    

b. Fraud or defalcation, regardless of materiality, involving a Company 
manager or an employee with a significant role in internal controls?    
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 Yes No N/A 

c. Material transactions which you have reason to believe may not be 
accounted for in accordance with accounting principles generally 
accepted in the United States? 

   

d. Unresolved Ethics Policy violation?    

e. Violations of security or other laws or regulations that could have 
materially adverse consequences?    

f. Material instances where business system generated results have 
been overridden?    

g. Material completed transactions that have not yet been recorded on 
the Company’s books?    

h. Incomplete or pending transactions that have prematurely been 
recorded on the Company’s books?    

i. Changes in material assumptions that are used in the application of 
any accounting method that have not previously been discussed and 
cleared through Corporate Finance? 

   

j. New off-balance sheet relationships, long-term contracts, lease 
commitments, employment contracts or similar arrangements that 
obligates or contingently obligates the Company in a material 
amount? 

   

k. Material transactions that are unusual, non-recurring or otherwise 
outside the Company’s normal course of business?    

l. Material title defects to any Company-owned assets?    

m. Material violations or breaches in any contractual obligations of the 
Company?    

n. Issues raised by regulators or tax examiners that could result in 
materially adverse consequences?    

o. Instances where the Company’s assets have been pledged as 
collateral?    

p. Other item(s) that is not otherwise covered in this questionnaire that 
could materially affect the Company’s results of operations, or cash 
flows for the period, or the carrying value of its assets or liabilities or 
its financial condition at the end of the period? 
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Explanations 

11. Provide below explanations for all “No” and “N/A” responses, with the 
exception of questions B.8, G.16 and H.7, which require explanation if “Yes” or 
“N/A” response is provided. 

Question # 

Question # 

Question # 

Question # 

Question # 

Question # 

Question # 

Question # 

Question # 

Question # 

Question # 

Question # 
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Quarterly and Annual Disclosure Committee Review 
Procedures Checklist 

Related to Example 38: 

Notes about the material 

This international manufacturer has formed what it refers to as a Quarterly and 
Annual Disclosure Committee (QADC). This committee uses the following 
checklist to ensure that they have reviewed and considered information about risks 
and controls in areas of identified meaningful risk. 
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At the end of each quarter the QADC will: 

Review and discuss the following: 

• CEO/CFO evaluation of disclosure controls and procedures and comments 
relevant to evaluation document; 

• Summary of responses to annual and quarterly management 
representations (see Appendix B); 

• Summary of quarterly changes to design of internal control over 
financial reporting; 

• Areas of significant process variation (at least once a year — if this review 
was not completed in the current quarter, indicate when it was 
last completed); 

• Review of the scope of management’s evaluation (financial analytics and 
qualitative review to determine the scope of management’s review of 
internal control over financial reporting; and 

• Review of management assessment status reports (plan for the testing of 
the operating effectiveness of internal controls over financial reporting, as 
well as other audits of the organization) and summary of control 
deficiencies (SOCD) (results of tests of the operating effectiveness of 
internal controls over financial reporting.) 

Review a written or oral summary of the following: 

• Pending or threatened litigation, claims, and assessments; 

• Summary of relevant ethics hotline communications and the business 
conduct and oversight committee violation reporting tracking; 

• Internal audit/risk assessment status, including completed projects and 
status of findings/disclosures; 

• Restructuring/reorganization activities; 

• Communications/issues with outside auditors; 

• Global policy review process status; and 

• Any other matters relevant to forming the conclusions noted below. 
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As a committee, form conclusions regarding the following: 

• The effectiveness of disclosure controls and procedures as of the end of 
the period covered by each Form 10-Q and Form 10-K (include the 
conclusion in the report to the CEO and CFO); 

• The effectiveness of internal control over financial reporting at the end of 
the fiscal year, separately considering design effectiveness and operating 
effectiveness (this procedure is applicable only in the final quarter of the 
year — include the conclusion in the report to the CEO and CFO); and 

• Whether any material changes were present in internal control over 
financial reporting or other disclosure controls and procedures during the 
quarter most recently ended (include any such changes in the report to the 
CEO and CFO). 

Prepare the following written documentation: 

• Agenda and conclusions for committee’s report to CEO and CFO; and 

• Documentation review notes to be distributed to preparers of 
documentation reviewed as part of the meeting. 
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Enterprise-Wide Risk Matrix 

Related to Example 18: 

Notes about the material 

The following risk matrix contains excerpts from multiple places within a retail 
chain company’s larger enterprise-wide risk analysis. It is presented only to 
demonstrate a possible format for a formal risk analysis that might also be used to 
assign monitoring responsibilities. It also demonstrates how the organization 
identifies and considers changes to risks between periods.  

Note that these excerpts are not intended to, and do not present all of the risk 
considerations this company considered in each area.
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